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Cryptanalysis and Improvement on a Block Cipher Based on Iterating a Chaotic Map
LIU Jia-ling! ZHANG Hong! WANG Yong?
(School of Computer Science and Engineering, Chongqing University of Science and Technology, Chongging 400050, China)!
(School of Management, Chongqing University of Posts and Telecomunications,Chongqing 400065, China)?

Abstract A chosen plaintext attack is presented to a block encryption system based on iterating a chaotic map. Moreo-
ver, an improved cryptosystem is proposed. With the ciphertext feed back, the subkey sequences are generated from
the chaotic maps. The subkey sequences have good uniform distribution property, random statistical property and have
relation to the plaintext, which enhance the security of the cryptosystem. Issues which should be considered are ana-
lyzed and pointed out when designing a chaotic cryptosystem.
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