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Algorithm and Simulation of Network Setup and Topology Discovery for Circle-distributed 2-hops WSN
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Abstract Wireless sensor networks (WSN) have been identified as being useful in a variety of domains from the battle-
field to environmental monitoriné. We motivate the security problems that sensor networks face by developing a scenar-
io representative of a circle-distributed 2-hops network model. Threats are identified to this model and a new light-
weight security solution, comprised of the topology discovery and network set protocol and the network repair protocol
(TDNSR) , is proposed which operates in the base station while the resource constraints of sensor networks are traded
off. Simulation results show that the proposed algorithm can rapidly setup and repair the network to meet with the re-

quest of security, while the cost, in terms of energy consumption, is decreased efficiently.

Keywords Wireless sensor network, Network setup, Topology discovery, Energy-efficient security
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B2, Addr 1 B REWAMMEE, FEGERHEN
WE R, Addr_1 ATRIAES, R2Z, Addr_1 R A2 Af LI
I H BRE M EERN NBEARERFR, AR —1
BHAEBRIRZENERTS; SEERRHENTITE
Bt Addr_2 /R B W EMbEE, RZFBREEA lt;
DTG ZATHIER, FIRFB R I E; COMMAND #5R T %
SHECEMNREERE., XHAEEFHAMY SFEHUNEN
FRGRT MBS, FERENATEBE, THER,
R 4& IRREIE % THEV?,
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B, i HWEBIN ;) REORURE, BEL, HENE ¥
EKes (DIAIESCH 2 E By, — BEE Z BB S e
AR, R S ATE A ARR T S B e WAk, B S 4 B
mE. EUHENEREHNEFRET ANAR, FEFFEK
HHTSABS AT AR EFEFTIBERAR. FH Y
2% EK; {addr_2(4),[",RELAY},T %7 EK, {data}, T E %
HT LRI ARB SRR

@ HELLO; (Addr_1; EK;{ addr_2(i),DTG, HELLO
}sI

@ HELLO-REPLY: (EKgs{addr_2(i);

EK;{addr_2(i), DTG, HELLO-REPLY}}; T

(® HELLO-RELAY:(addr_1;¥;

EK; {addr_2(;), DTG, HELLO;¥})

@ HELLO- RELAY-REPLY:( addr_1;¥; EK;{addr_2
(j)» DTG,HELLO}; ¥})

® HELLO-RELAYED: (EKgs{addr_2(j); ¥} ; EK; {ad-
dr_2(j), DTG, HELLO-REPLY})

® HELLO-RELAYED-REPLY: (EKgs {addr_2(j);
EK; {addr_(;), DTG, HELLO-REPLY} ; EKgs {5}

B3 RBEEmIPEH

THELHTHRIVRARE.

//secure topology discovery and network setup protocol
//Note; the DTG is only verified by the {final destination
//because it is null for intermediate nodes
//BS ; the base station, C : the collection of all nodes
Route table <@
Temp route table«—@
For each i€C do
BS—i; HELLO //BS sends HELLO to j node
If (i—BS.HELLO-REPLY) then //if i is an adjacent node
Route table=Route table+i
C=C—i
Endif
Endfor
//now C contains all the non-adjacent nodes
//Route table contains all the adjacent nodes
For each j&C do
For each i€ Route table
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BS—i: HELLO-RELAY
i=j: HELLO-RELAYED
if(j>i: HELLO-RELAYED-REPLY) and
(+—=BS: HELLO- RELAY-REPLY) then
Temp route table= Temp route table+i
Endif
Endfor
Endfor
OptimizeRoute()
Route table=Route table-+Temp route table
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