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Analyse the Undetectable Behavior of Rootkits on System Services

LONG Hai HAQO Dong-bai HUANG Hao
(State Key Laboratory for Novel Software Technology, Department of Computer
Science and Technology, Nanjing University, Nanjing 210093, China)

Abstract Hooking the system services to hide the presence of objects such as processes, files, registry keys,and open
ports is the most popular method of rootkits. But a great deal of rootkits detection methods can’t tell the relationship
between the rootkits and the hided objects. Analyzing the undetectable behavior of user-mode or kernel-mode rootkits
on system services, six hide models are built. We develop a method to reveal the object hided by the rootkits when the
rootkits are detected through analyzing the binary code of the rootkits function and matching the hide models. We imple-

ment a prototype of the method. The results of experiments on some famous rootkits demonstrate the effectiveness of

the model.
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Call Zw WriteFile( )
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Dispatcher
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Model(1,1)
if condition ( Parameters) =

return IllegalOperation;
else return OriginalFunction
(Parameters) ;

Model (2,1):
result = OriginalFunction ( Pa-
rameters) ;
if condition(result)=TRUE
return IllegalOperation;
else return result;

Model (1,2): Model (2,2);
if condition ( Parameters) = result = OriginalFunction ( Pa-
TRUE rameters) ;
return OriginalFunction| if condition(result)=TRUE
(OtherObject) 5 return OriginalFunction
else return OriginalFunction (OtherObject) 5 5
(Parameters) ; else return result;
Model (1,3); Model (2,3);
result = OriginalFunction (Pa-| result = OriginalFunction ( Pa-
rameters) ; rameters) ;

if condmon (result) =TRUE{
Delete Hlde-Object from
result;

) return result;

return result;
S

if condition (result) =TRUE({
Delete Hide-Object from
result;
return result;

return result;
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HIFI0T , 7T LAAR #E OriginalFunction 38 [l 45 58 347 341 957
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Loc_0:

push ebp

mov ebp,esp

sub  esp,8

mov eax,dword ptr [f9ee9e¢90]
mov dword ptrfebp-8],eax
lea  ecx,[ebp-8]

push ecx

push 0O

mov  edx,dword ptr [ebp+8]
push edx

10 call fe9ee9e80

11 push OBh

12 push offset 9ee9e94

13 lea eax,[ebp-8]

14 push eax

15 call strnicmp

16 add esp,0Ch

17 test eax.eax

18 jne shortloc_1

]

VOO AL WN—O

Condition( )
TRUE()

loc_1:

21 mov ecx,dword ptr [ebp+1Ch]
! 22 push ecx

23 mov edx,dword ptr [ebp+18h]
24 push edx

25 mov eax,dword ptr [ebp+14h]
26 push eax

27 mov ecx,dword ptr [ebp+10h]
28 push ecx

29 mov edx,dword ptr febp+0Ch]
30 push edx

31 mov eax,dword ptr [ebp+8]
32 push eax

33call ZwEnumerateValueKey
34 mov dword ptr [ebp-4],eax

Originalfunction
loc_3:

35 mov eax,dword ptr [ebp-4]
36 mov esp,ebp

37pop ebp
38 ret 18h

loc_2:
19 mov eax,8000001Ah
20 jmp shortloc_3

AdditionaLrunction

Rootkit ¥ ¥ control-flow graph

o f9ee9e80(local function)

e strnicmp

‘ ZwEnuerateValueKey

Rootkit & ¥ Call graph
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# control-flow graph 1 call
graph #{TH R LK.

Model(1,1);

If condition(Parameters=TRUE
Retumn ItlegalOperation;
Return OriginalFunction(Parameters);

1 l ES TAE T

Strnicmp(eax,0xf9ee9e94,0xb)
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Rootkit 5 a9 8 2.tk rootkits g LT RRE
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