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Tree and Chains United into Multicast Authentication

WANG Wei-dong LI Zhi-tang
(College of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074, China)

Abstract For multicast communication, authentication is a challenging problem, since it requires that a large number
of recipients must verify the data originator, We propose an efficient multicast source authentication protocol called Hy-
brid Tree and Chains scheme (HTC), which shows more loss resistibility, less communication cost. The HTC scheme
is based on combination of single Chain scheme and Hash Tree Chains scheme, and integrates the advantages of both.

In this scheme, stream is firstly divided into blocks with n packets, and each block consists of m clusters, everyone of
which contains a tree of packets, All clusters are chained together. Through HTC, packets of one cluster can be au-

thenticated by any packet of the previous cluster. Compared to other multicast authentication protocols, the proposed

scheme has the following advantages: 1) dramatically improves the resistance to burst packets loss, 2) low computa-

tion and communication overhead.
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