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Design and Implementation of Mix Intrusion Detection System Based on Immunology Principle
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Abstract This paper discusses the architecture of Intrusion Detection System (IDS) based on immunology and func-
tions of each module. It emphasizes on system design of immunization detection module based on the snort which is a
kind of open souce IDS and the detection processes of immunization detector. This article takes KDDCup99 dataset as a
sample and do the intrusion detection experiment by using principle of immunology. The average detection rate of 18
kinds of intrusion actions is 64. 94%, the result is encouraging.
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