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A Model for Detecting Remote Buffer Overflow Vulnerabilities and its Implementation

XU Jun-jie CAI Wan-dong
(College of Computer Science, Northwestern Polytechnical University, Xi’an 710072 ,China)

Abstract Remote buffer overflow vulnerabilities existing in operating system and application software constitute one of
the most serious security threat towards computer network and information on it. Detecting potential remote buffer o-
verflow vulnerabilities in softwares is of great significancy to the improvement of information system security. This pa-
per adopts a method of binary-cade oriented dynamical analysis, introduces a SWIFI based model for detecting remote

buffer overflow vulnerabilities, explains the system structure and module functionality, dilates on the key technologies

employed and shows the result of the system test.
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