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Trust Model Research in the P2P Environment Based on RBAC
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Abstract The anonymity and dynamics of the P2P network bring many security problems. The traditional access con-
trol models and trust management models can not satisfy the P2P environment commendably, This paper proposes a
double validation method employing trust management and privilege control to implement the security inter-operations
which includes the nodes’ cooperation and accessing resources. Through the lightweight peer certificates, the peers can
be validated their legal identities and also can acquire their privileges for the resources according to the role information
in the lightweight certificates. Further more, the system can revoke the peers’ certificates whose trust degrees are too
low by the trust degree field in the certificates. The illegality of the vicious peers can be kept down availably. This pa-
per focuses on the calculations of the trust of the peers, the acquirement and the validation of the lightweight certifi-

cates. Finally, to prove the feasibility of the proposed ideas, the examination system is implemented and their scalabili-

ty and performance are evaluated.
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