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Abstract At present,most of the public key cryptography schemes are based on hard problems such as large integer
factorization or discrete logarithm. All these hard problems can be solved by a quantum computer in polynomial time.
Cryptographic schemes based on error-correcting codes can resist the attacks by a quantum computer, so it is necessary
to design identification schemes or signature schemes based on error-correcting codes, Veron’s identification scheme is
very nice in general, but it’s public key is too long. Based on Veron’s scheme, we used double circulant matrix to further
reduce the size of public key in Veron’s scheme. The secret key is embedded into the public key directly, which has the
three following advantages. The security relies on a problem which is related to well-known and well-studied codes,
namely the double circulant codes. The size of the public key is very low,only 1041 bits in a typical set-up,and the pri-
vate key is also 1041bits, The transmission rate of each round is very low. Then we analyzed the security of the im-
proved scheme, Its security can be reduced to GSD hard problem. At last, we used FS paradigm to transform the im-
proved identification scheme into signature scheme,and then proved the correctness and security of the scheme. In the
improved scheme, the use of cyclic structure makes it relatively easy to implement and have high efficiency. These chara-
cteristics make our variant highly attractive for lightweight implementations, especially in handheld terminal or cloud
storage environment.
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