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Invigilation Plan Based on the Message Surveillance and Package Filtration Technique
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(Luoding Polytechnic, Luoding 527200)

Abstract Based of computer cheating methods and aiming to the acquirement of the information by illegal program, the
lawfulless program can be captured and closed forcibly when it is created and activated with the surveillance of system
and process by hook function. In virtue of network information transferring , the illegal data package which doesn’t be-
long to the exchange between the local computer and the exam server are supposed to be cancelled by package filtration
technique. The invigilation plan will warn all the cheating examees, collect the cheating evidences, transfer them to the

server and achieve the goal that mannul invigilation can’t have., As the same time, the key specific codes are given in

the text.
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HEHEAMBERAN— IR HA, ENERHEGE N TR
FVEMTERFL FERE THAENITFEIE LR, BESFH
HENSRE R BEFRIGEN AR ABR.EEEARHL
BFHRFC TATENS R T2 .

HEEGMERT, W% R AT RS LRI, H
EVERSEEE RN B EHLREERENRE, 55,
EVEER, B TH VSR ER, TR IR EERITRE
—ERIB I Hok , AR TE B CROPLER R ERE, ETHEM 4,
Wk R ] T, HEE ARRIEHEI TR AR,
B Z B AR , R MR B R T A T, My %
HERABRA T RER T B UL TR T,

B, F R EL 8 S i R S, R R A
BEHFCFRBETAIRBHEFREET . EHEXRAER WA
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FIAME#TEEER RELMAVREEESHWELSH
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ik,

1 3iE B, BIEEfTIEER G

Windows ¥24E R4 2 8 7 7E BRI sh L] i, dust
REANRGEHEETHEREERETHMY . 8F (hook) &
Windows REFIEHEBENR LD, HEWURKIFLE
HAHMAHBHBEE ., HFTUEM Windows B HBER
GRMB#BRPHEHEFER, BERE HWRE O MHE B
4ba, XA, RITRTTUEREFLE AR XWET W
ARETHEEMNELE, TR ENIIRE, LinERIRER . R
WA, BB ER S, B e LRI T
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1.1 MASFEEKIAN YR, RIEERHEIET

HWTFREEMMEBL EURASHE, EHEMN
WH_SHELL M4 F8HRE S, BN L5050 AR T RS
B, HEMTREE DB 8%, RE#H <A WH_
SHELL Hook F#. iR}, WH_SHELL %7 7]l # A
ANARFMEHEOAERE XY, EHEARS, A
WH_SHELL #FHA UM AGRIIA R, HFEAFIERE
BT, WHE R HS AT R, B E A BT, B IR
He.

1.2 MASTFERBURENES

HTELERASHKEHR, WH_SHELL 4 F LR 22/
B, X M TFEXS DLL MhAEEER, EAE

F AN G R S AR A @ W A, B —
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HTFHATFREEREINRES, FETERERGE R, B
XA F AR RES A5 R R G (B A BT e SCRIAEAT A2
B, FIALENTEHEAR, AT g s i [al 2, H] AP #§
¥ CreateFileMapping() Rl — M LENTE, (BT BITHERF
#RAl U AR

B2 B X AR R R A R B TTI R
BEF. IAEEZ R R H#HR - BE7, BRIk
%,

LB AE R RE , WEE RN S L RIEEH
BALEN, AENEREAEERT. HERENERES
RAEGH AR, T2 — M7 B B2 3R i, 0B B LA
3. BATHIIMNERERRIE, TS AT S S 188 B R R
ARG gi e, XREE A T A FE s E R T SR AR
FELERR M . REAEERF Application-) Run() B B
Eim E SetWindowLong ( Application-) Handle, GWL _EX-
STYLE, GetWindowl.ong( Application-) Handle, GWL_EX-
STYLE) |[WS_EX_TOOLWINDOW)EifERFIBRIEHBT .

1.3 XURFHEUANIERD

BhAHEEE I H4) SR A “PUBLIC_MEMORY” i X 3%
BN E, TSharedMemory AppMem ( APPMARK , 4096) ;
FEAEfE W R 5 L BB N 7F , HookSharedData-Y hHook =
hThisHook, £ hThisHook {#77F[itENFEH, R EE X
I RBE S, R BT B8 HHOOK hThisHook %,

FRTh T B s, 1 B {8 ] GetWindowLong ( Applica-
tion-) Handle, GWL _ EXSTYLE) | WS _ EX_ TOOLWIN-
DOW) B 5, B IR % AR R OE T A 58 . 25 M Tk B
FRARGEH, WAL

BRI
# define APPMARK “PUBLIC_MEMORY” // 455247 sh A 55 3R 47
HENFIr &
typedef struct //8 AL H FBERLEH
{HHOOK hHook; //24#i{# A1 HOOK
} THookSharedData;
hThisHook = SetWindowsHookEx(WH _SHELL, (HOOKPROC)
HookedShellProc, Hlnstance, 0);
TSharedMemory AppMem(APPMARK, 4096); //7E Wi & 45 B 4t
ENNE
THookSharedData * HookSharedData
((THookSharedData * ) (AppMem. AppInfo-)Data));
gﬁg}gmdData yhHook = hThisHook; //#& hThlsHook AR

if(AppMem. Valid)if(AppMem. Exists) //{ L2 NEEHETE
{ HWND hMainWnd = AppMem. AppInfo->>hMainForm;

if(hMainWnd) {

if(nCode==HSHELL_WINDOWCREATED) {

PostMessage (hMainWnd, WM_USERCMD, UC_WINHOOK,
wParam); }}}
hH//E Hook & J % ¥ /i hThisHook, % %1 f HENFEEH

ook

THookSharedData * HookSharedData
((THookSharedData * ) (AppMem. Applnfo-)Data));
return CallNextHookEx ( HookSharedData-) hHook,
wParam, |Param);}

FRFHRS

SetWindowlLong( Application-) Handle, GWL_EXSTYLE, GetWin-
dowLong( Application-) Handle, GWL_EXSTYLE) | WS_EX_TOOL-
WINDOW); //F8 8, £ RIS M B A BE, RS SN TE%
REG I SE,

Application-) Run()

nCode,

TSharedMemory AppMem(APPMARK, 4096); //& X ILE N
MyHook = new THookedProcs;

MyHook-) InitFuncsO) / /38T,

if (1 ValidAppCheck ( hWnd, szWinClass, szZWinCaption)) //¥& fi

ValidAppCheck
s= DateTime +“XREASARRE"; //IE M BIT T H &% 4 528
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KA, _
Bool fastcall TFormMain; ;: Valid AppCheck (HWND hwnd, char *

ls char * cap)
{ TBinFile f;
f. FlleName = “BKBA
while({gets(aLine, 2000, f)) //beE]Z?ﬁ THEAKE RE A
st *?%@ftﬁ‘i?’ﬁﬁLﬁ
{if (strnicmp(aLine, “CLASS=",6)==0) //f3&HF{
if(stricmp(aLline+6,cls) ()0) { ‘
PostMessage(hwnd, WM_CLOSE, 0, 0); //XHBRF

return false; } } -
=0) //FbRER S

else if (strnicmp(aLine, “CAPTION=",8)=
{if (stricmp(aLine+8,cap)()0) { ‘
PostMessage(hwnd, WM_CLOSE, 0, 0); //X%H#&F

2 BAME,F A ERLEEEERHERE

HEREZHEIEN T - FIAFEELINE T %R . B/S &0
ERRGET, B AV EIT AR EE AN, B F i H e %
FUREA N VA B L 4B FE AL IE 5 B9, 7776 R P45 1 B iy )
BEtE. I, BT RIS HAT A M, RE R M4 8
{FEM, BFH X L% LRSS, LRSS RS 2%E
REERAE S, AR R MO, b6 5k, BRI 53
MRS AR EE— U IEE. X, RERBAVNEERL
TEHLHE | B bt , 3 54 3k sk B0 B0 s BB IA B BH At
P TEB AT T .

2.1 HESHERRS&EHSH

KT 5 L IGE R, B G EER TCP/IP
W, HRUBEFEHRERT, BT setsockopt ) & 1P L#4E
B, A bindO O R FERTHE R AW, Bt
B ]St A AL SR O HE AT IR, 8 3T reovO s B SE R LA
BiRuRER., SLFHREEFEEH 1Pk, TCP L%
B. BT E MR EERERERECME LS B sibht, R
ERIAEREBMTE, MM TFEANGEE BMXFXL. PR
H R (IPvO &S M 150,

FRE X — M S ok F ik IP Big Bk, Bk

typedef struct _IP{

union{ BYTE Version; //fRk4
BYTE HdrLen;// KB} ;

BYTE Serv1ceType // Hﬁ%?&ﬁ
WORD TotalLen; // #

WORD ID; // %7l

union{ WORD Flags; // #37&
WORD FragOff; // 71 BRE) ;
BYTE TimeToLive; // Ay
BYTE Protocol; // #

WORD HdrChksum; // LK
DWORD SrcAddr; // ¥ IP Mk
DWORD DstAddr; // B &9 IP #sht

.BYTE Options; // 3%} IP

typedef IP » LPIP;
typedef IP UNALIGNED » ULPIP;

EIETSALTEY]

BEE

PRI FEIETT

ARE | miﬂ
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2.2 TERD

sock = socket (AF_INET, SOCK_RAW, IPPROTO _
RAW)); // QIBFIHEREF

setsockopt(sock, IPPROTO_IP, IP_HDRINCL, (char
x ) &flag, sizeof(flag)); // & IP K E:IEET, B flag
K true, 3 B 1P L 3EAT 403
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pHost = gethostbyname ((char * ) LocalName)); // 3k
BUAs i 1P Hht

addr_in, sin_addr = x (in_addr * )pHost->>h_addr_list
[ol; //1P

addr_in, sin_family = AF _INET;

addr_in. sin_port = htons(57274);

bind (sock, (PSOCKADDR) &addr in, sizeof (addr _
in)); // BIFHEEF sock 45E B4 M sk 157,

HWATATIE S reevO REUA M -FECEGE . BWBIMELR
¥R QU MAESF ReevBuf 1, & i X K BUFFER_SIZE
ANy 65635, MRYERTE X 1P B4R 31T 99T, R EUE b At
5 Hizsbht -

int ret = recv(sock, RecvBuf, BUFFER_SIZE, 0); //
BRI SRR B

if (ret > 0) {

ip = * (IP x )RecvBuf; // XEEE AT 9N, i
SITE R

if (inet_ntoa( * (in_addr % ) &ip. SrcAddr)) {) addr_in.
sin_addr)

or (inet_ntoa( * (in_addr % ) &ip, DstAddr))<)addr_in,
sin_addr)

or (inet_ntoa( % (in_addr ) &ip. SrcAddr)) {)server. sin
_addr)

or (inet_ntoa( * (in_addr % ) &ip. DstAddr)) { ) server.
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sin_addr) //¥#HrUE sbhE . B AR bk BB A PR & 85
IP, X BEFEN TR RGN, (RA IP il (B R L EN
1378

{close(sock) ; / /25 1EBIF .} )

ERIE IFEVHENE (CAT BB Z AR ERTE,
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W45 b A AR, AR BIEW B W, R RS, LAE
TERAT A, BB R RO e A SR B R R, W 1k
EEEMNER., LIEFETE 100M BB MK (61 38D,
Windows2000 FliRiE .
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P1. design Requirements: professional in JAVA, two years’ test experience, professional in ORACLE, familiar with test theory, not
a member of the team of module B,
z: Z::: language=JAVA AND testing_experience =>2 AND database=ORACLE AND familiar_with_test_theory=yes AND cur-
rent_program _module#B
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test familiar_test_tool=>1 AND testing_experience=>2 AND language=JAVA AND database=ORACLE AND familiar_with_

test_theory=yesANDcurrent_program _module=B

X5 LW

1 Sandhu R, Coyne E, Feinstein H, et al. Role-based Access Con-
trol Models. IEEE Computer,29(2): 38~47

2 Barka E, Sandhu R. Framework for Role-based Delegation Mod-
els. In: Proc. of 16th Annual Computer Security Application Con-
ference (ACSAC2000). New Orleans, USA . IEEE Computer So-
ciety Press, 2000

3  Barka E,Sandhu R. A role-based delegation model and some ex-
tensions. In:Proc. of 23rd National Information Systems Security
Conference (NISSC 2000). Baltimore, USA, 2000

4 Zhang Longhl;a, Ahn Gail-Joon, Chu Bei-Tseng. A rule-based
framework for role-based delegation. In:Proc. of SACMAT’01.
Chantilly, VA, USA: ACM Press, 2001

5 Tamassia R, Yao Danfeng, Winsborough W H. Role-based casca-

ded delegation. In: Proc. of the SACMAT’ 04. Yorktown
Heights, New York, USA: ACM Press, 2004

6 Zhang Xinwen,Oh Sejong, Sandhu R, PBDM.: A Flexible Delega~
tion Model in RBAC. In: Proc. of the SACMAT’03. Como, Ita-
ly: ACM Press, 2003

7 BFER,NES,FMK. RPRDM.: 2 F 8 H AR/ B B SR
. i EHBIF 5 KR, 2003,40(2) . 221~227

8 Ye Chun-xiao, Fu Yun-ging, Wu Zhong-fu. An Attribute-based
Delegation Model and Its Extension. Journal of Research and
Practice in Information Technology, 2006,38(1) :3~17

9 WHE,RPE.HFZE.F ETEENT RELER. BV
RKREEKRB, 2006,43(6):1050~1057

10 W& XTFAAIEIEH (RBAC) b BHARBILHERINR.
(3] EKERA¥,2005

+ 291 -


http://www.cqvip.com

