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Abstract

the cloud data with a lower overhead for users has become increasingly concerned problem. While many methods have

In cloud storage environment, the storage servers may not be fully trustworthy, How to verify the integrity of

been proposed, these methods in the verification of multiple files need to authenticate them one by one. So the computa-
tion and communication overhead is still expensive when the number of file is large. Aiming at this problem, a hierarchi-
cal remote data possession checking method was proposed. Combining with remote data possession checking method, the
proposed method can provide more efficient and secure remote data integrity protection,and support dynamic data opera-

tion, The security analysis and experimental evaluation results show that the proposed method is safe and reliable,and it

can gain 45%~80% performance improvement with lower false negative rate.
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