BB 2008Vol. 35N, 3

£ 000 http://www.cqvip.com|

E-mail Z£ i PGP*)

REH
(FHEBRLBRFRITENR  # L 476000)

RE®E
(M TELHERARE LRI AN 450044)°

H X

B B AXAEHAELIDEA Kk SAAEHRSA Hk  2afEa i MDS BxF594H T 24 F 4l PGP
W LRI R A IR 3R T PGP Aty £ 4 1 % ; A RSA. IDEAMDS MK F X4 RFTEINHET

PGP # & &M k.

XA oW, PGP, 2R EL, R FL, 2O REH %

E-mail Security Agreement PGP

SONG Yu-Pu!

ZHOU Ai-Xia'

XIAO Han®

(School of Computer Science, Shangqiu Vocational & Technical College, Shangqiu 476000) 1
(Department of Modern Information Technique, Zhengzhou Teacher’s College, Zhengzhou 450044 ) 2

Abstract

This paper, from the algorithm of IDEA, RSA, MD5, analyzes the achievable therory and flow of PGP . The

secure business which is provided by PGP is also descibed in the essay. It also researchs on the secure capability of PGP

according to many aspects of securty,such as IDEA, RSA, MD5, Randseed and so on.
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PGP E—MiB G T AL, B & WA i8I BHAH
& IDEA; XU %1% RSA; B[ 2« B H W5 MD5; — M REHLEA
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1.1 B9 IDEA

H 5 % 79 IDEA (International Data Encryption Algo-
rithm) J& 1990 4E i g H BRI A 2 B% X, . Lai Fil Massey $#
HEE I AR #EE %, #R 28 PES(Proposed Encryption Stand-
ard), 1992 FRAL T L E A T RE G BBk IDEA, S A
A KR 64 4, YK 128 £, 8 Bk ik, B
ERERBEW S HABERPRBENN—F, e BTHE
110 SR

1.2 W$AEE RSA

RSA(Rivest-Shamir-Adleman) & i & MIT = £ 2K
BleR 1978 EER T —FM BB NN FER T £
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W B, WA B A TR BN AR AR,
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B ARER . BRI, RERBMBER MR — 2
FHMR, — AN AREFREMA. — DRI DRE”, 55—
“FARE” . XWINERRLRE AN, B R U A RN B B SO AT
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R, FH AR P A AN B TEAER G, XRER TE4
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R HERT , — AR FE LRI, B AHEO R
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E B RARL K R (A 2% , 15 B W B[R4 4 » BB Z AR ST
THEH—1 128 M REMEEDR A A B B AR 4 5 2
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1.3 BEFERE MD5

MD5 B R Ron Rivest1992 4E$ H4 #9— > H[5] 24 25 5
. RS REETERNEF S MBS R— N ERES
HPFHR H W, FEER, REEER M AR
FHRAK H, BTFXB ML, ZRERZAGTR KL
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PGP RFLAREZMAMB  XEHTFAFEESH
B, FEBACKH TIESE B O S (FERMIZE L REEQIE 7)), 7T 1A
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RRETEW B 128bit 2EHEY . UBHXEHR
M # IDEA i ngs. LIBSE % /A 41# RSA fobixt 54
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2.4 PGP [6 E-mail B3k &

PGP 7E LR =70k 55 F , i i 1 B 196 & B4, i
PGP #i i 7 9 — 30 50 SR &4 (£ BB 8bit 8. M5 % E-
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3.4 BENEINR &M E S

PGP {# IR A BE L EUKR 4 48 (PRNG) : — & ANSI
X9. 17 A28, 55— MR o e i it ) A0 R 37 ot A
LTS ABEDLEE .
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+ ANSI X9. 17 PRNG: f# | IDEA ffij A& 3DES k=4
FEHLERF . X9. 17 F5E randseed. bin 1 24 bytes BIBEHL
¥, PGP B HAth 384 bytes FAXZRHM(Z B . Randseed. bin
XHBEREFI A ERERTEN, SR MER L5
AR BETLE 1T ELBELER 74 St R I A A

» X9, 17 i MDs i# 47T : BB “ BBl 298 R UM —H
EBERFTEL, AT e , AT — R A,
Ja¥E. PGP ) B W EREHE0™= 428 X19. 7 R FI¥I 3K MDs &
RHVER, B2 T & A Rl B SO R — MR,

» randseed. bin B /G WEERIE: FUEIRIEBA IR EZ 2
B, EEMEENLF T BAREF VKL randseed. bin 3L,
EATR ST REYUIE S PGP BRL RS . RIEE, g

000 http://www.cqvip.com|

FHE XA, MRS BT randseed. bin 3UF. MR
B30 randseed. bin I AT R, B AT REMH KA T
WINB WIS E ., HEit, % randseed. bin SO H{RI I
B RARF L FEFEE.
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