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The Detection of DDos Attack
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Abstract We present an efficient method for detecting and filtering denial-of-service bandwidth attack. Our system
called STTOPS (Sequential Testing with Tabulated Online Packet Statistics for DDos Detection) can monitor a large
number of network addresses in a compact, fixed-size structure using several effective heuristics. Proved by experi-
ment, STTOPS can detect bandwidth attack in a standard benchmark dataset with a higher average accuracy and a low-

er average inaccuracy than TOPS, and it uses less computational resources than TOPS and does not slow down during

an attack.
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Attack packet detection rate( %)
K=4 K=3
Rmax=2 60, 63 60, 63
Rmax==4 60, 63 60. 63
Rmax=6 60. 63 60. 63
Rmax=8 60, 63 60. 63
Rmax=10 60. 63 60. 63
Rmax=20 60. 63 60. 63
False alarms
Rmax=2 610 614
Rmax=4 270 274
Rmax=6 0 1
Rmax=8 0 1
Rmax=10 0 1
Rmax=20 0 1
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Attack packet detection rate( %)

n=>50 n=100 n=200
Rmax=2 90. 85 80. 85 60. 63
Rmax=4 89.73 80. 85 60. 63
Rmax=6 89.73 80. 85 60. 63
Rmax=8 89. 73 80. 85 60. 63
Rmax=10 89.73 80. 85 60. 63
Rmax=20 89.73 78.6 60. 63

False alarms
Rmax=2 1831 1326 610
Rmax=14 1371 989 270
Rmax=6 750 0 0
Rmax=8 0 0 0
Rmax=10 0 0 0
Rmax=20 0 0 0
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o 1 2 3 4 5
Attack packet detection
X 97.6 | 96.47 | 95.35 | 94, 22
rate(%)
False alarms X 1879 | 1295 | 1106 | 1022
[ 6 7 8 9 10
Attack packet detection
93.1 | 91.98]90.85| 89.73 | 88.6
rate(%%)
False alarms 921 836 793 750 622
o 1 12 13 14 15
Attack packet detection
87.48 | 86.36 | 85.24 | 84.11 | 82,99
rate( %)
False alarms 576 495 452 409 364
(F#% 123 T
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Cauchy .
Random Linear
Reed-Solomon  Tornado Code
Bl Code (g=2%)
N m Code
n
MB) HmE  mE 4R mE HB &B
BfE  BfE BE BHE BE B
(s) (s) (s) (s) (s) (s)
10 4 8 0,485 0,233 0,213 0.105 0.901 0.242
20 4 8 1,197 0.552 0.530 0.252 2,401 0.561
30 4 8  1.582 0.776 0.734 0.346 3,242 0,798
40 4 8 2.254 1.012 0.989 0.498 4.095 1.021
10 8 16 0.645 0.312 0.245 0.120 1.253 0.320
20 8 16 1.466 0,701 0.572 0.257 2.877 0.782
30 8 16 2,008 1.022 0.806 0.363 4,102 1.084
40 8 16 2,639 1,714 1,051 0.478 5,242 1.832
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K/ Striping=0  Striping=0  Striping=2  Striping=4
(MB) fEmBtH(s)  fEWifE ()  fEHBTRI(s)  AZ%ETE (s)
10 3. 062 3. 185 1. 893 1. 584
20 6. 754 6,511 3. 847 2. 827
30 10,117 9. 962 5.016 4. 182
40 13. 298 13. 141 6. 772 5.554
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