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Variance Analysis Based Stealthy Malicious Code Detection
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Abstract Stealthy malicious rootkits evade inspection of administrators and host-based security detection tools by mod-
ifying operating systemn kernel programs and instructions, then bring unreal pivotal information to system and security
utilities. With the analysis of the malicious code hidden technology, we present a stealthy malicious code detection tech-
nology base on the analysis of the differences. This technology compares the trusty system information with untrusty
ones, and regards the differences as hidden information. Finally we establish a trusted cooperation detection model with
its prototype. Compared with signature scanning method, our method is demonstrated much superior on detecting un-
known and metamorphous rootkits, which gets authentic detection results.
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