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A Stack-related Method for Detecting Obfuscated System Calls of Malware
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(School of Computer Science & Engineering, UEST of China, Chengdu 610054)

Abstract This paper presents a method to detect obfuscated system calls of malware. The idea is to use address stack

and address stack graph to detect obfuscated system-calls of malware. An address stack is used to associate each ele-

ment in the stack to the instruction that pushes the element, An address stack graph may be created by abstract inter-

pretation of the binary executable and may be used to detect obfuscated calls. The experiment proves the method is ef-

fective. :
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L1:push eax
12:push ebx eax L1
1L3:pop esi edx 14
14:push edx
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E:/Entry point ®
Cl prsh ebx
C2add eax Sh Cl:push ebx
Cxmp eax fh C2addeaxSh |
Cijge C10 C3:cmp eax th
G5 pop ebx C4jge C10
Copush edx B T
C7 pop edx
C8rmp edx 10h ®1Gmywx } C11 push ecx )@
jbC1 o R ‘T
Cl10:jmp C18 CI2 push eax
ey |O[Epehed ] | | Cisdecenx
C12:push eax Cl4 xmp eax 2h @
C13:dec eax T Cl53ge C11
Cl4:cmp eax 2h
g?gCH t‘-ﬂmquk —
Pop eax CB:cmp edx 10h Cl16 pop eax
C17:jmp C7 @b CL < crrimpcT
Clg:call bello B | C10:jmp CI8
T
Cl8:callbello | ®
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7, MR A 4 MR AR ST B 98 S B 5 K : 1—>2—>3—>4—>5
>1->2->6->7, ME 3 X HEH—BRIESTFEXLRSE
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BB 1. 78 CFG 84484, A push M pop #8484
5ZiE RIS FREE S FS . Han. IF 4

des esp
des esp
mov [esp, eax

¥ H push #§48#. T pop IS EHRMT S

mov eax, [esp
inc esp
inc esp,

SR 2ECFGREBANFRP. RERFTHE T —1IW
IR 7 [E¥EAVESS 4 (push, pop, call, ret), MRAXFEHTER,
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1 Fiposhfmp 1 Fiipush fret
E¥ E:pxsh Excutry > 1] EpshBentry » 1 gmm—n

E:push E;entry LOpshl3 2| 1opshLs 2 LO:pshl4 2
L:call fun Lllea caxfon 3| Lileacaxfun ¥ 3  |].jea caxfun 3
Lt LZjmpesx >4 L2pshex >4 [rpmhess >4
L3 L3t »5 Lppeip 5
L15: ;fun here LIS fimbere 5! L4 LA:-
Li6ret »6{ Lis:funbere 56  Li5:fnbere —pg
BER B Y HER i
kol
E E E E
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IR R B, BB B4 push F pop JEFRH
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[FESH cal A RZERSBREA. BRERTITHRE,
MNE 4 BIEHE call AR HARIES (esp) MEBANE I
B (i EAK (ip, EEET EBRE call IHLEW
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— & ret iEA ML RAAPEER.

H 4 3T =MRR el H4EA%EA. E, Lo, L1
SHETHS N, B ER St gL “—~" A8
BERBEHR. £E 4 9FEFP,FRAT push/imp A4
A call 154, 55 1 BADARBER, 84 2% call
A EH A it EAR, BUE E i h EAR, 154 3 RERAH
fun FA B HLHE B FFAFR eax, $84 4 BR¥E 3] fun lRBGHMN Y
Hut. 4 fun BREGERIE BT, # 5 BUR H B #4 2 EARKE
Elfuhtit. R, BH R call #5452 KB T ER
call I8 4H A ER . EiT S A it #2158 B A Hak R
AR ER AR RTFE, A REF, LS 6
E#EITE S 2 PEVIEARKGE L, E 8 45E L8
W, i call $84 0998

A WH AT, 554 push/ret B push/pop 14
HAEH call 354, RIMOAIESF L FIE X —F. TEIESS
PATSE ret Bk pop eip & . {EHHES 4 PEARMMIER AT
eip 1, FEFIAEHE LR fun BB, TR T RN call LA,
HPE B Y bR T B B4 i % P T SR 5k b B 3R
HIRETFE, fEHnb AR G, 354 5 R EFBIERES 2 HEA
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7E Windows ¥4 F, i IDAPro R4 T EX Wi EE
BB HATR TS, 23 /5 8 FH s ik i I M 56 v i
TR, B AT 45

7E Win32. Evol JHE . # T push/pop A &S BR
PAT call #5454 LUR ik A SR B9 (B LoadLibraryA iy
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lea eax, [ebp+var 14]
mov dword ptr [eax], ‘daol.’
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mov dword ptr [eax+4], ‘rbil.’
mov dword ptr [eax+8], ‘Ayra’
mov byte ptr [ eax+0ch], 0

push eax

pop

ZRE M push/pop AR S FE 4 HHFIH—#
LAAHTE i Jr H e R A H call 154,

M7E Win32, Giri B HFEHTHE 4 PRI P H
push/imp HE K S KRB HRATRLAA. LT X Win32,
Giri R GetTickCount BY/R B .

mov dword ptr [eax], ‘TteG’
mov dword ptr [eax+4], ‘Ckci’
mov dword ptr [ eax+8], ‘tnuo’
mov dword ptr [eax+0ch], 0
push eax

lea ebx, var-func

jmp ebx

ret
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