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Design and Analysis of a Secure Email Authentication System Based on Identity-based Encryption
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Abstract
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ZHAOQ Chao?

To resolve the security problem in email system, a new ID-based authentication scheme for email system is

proposed and implemented based on ID-based signature scheme. The software architecture and its configuration process

are presented. It is showed that the scheme is more efficient than some existing ones for higher security level and lower

cost by analysis, therefore, the scheme is suitable for use in email system. The system test and result indicate that it is

secure and efficient,
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}

int sign( char * mailtext, char * signature_ u * slgnature v){
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int verify( char * mailtext, char * signatureinfo, bool &right) {
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