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Abstract Network isolation has been an active research topic in the field of network security for many years. The de-
sign scheme of a network isolation and switching system is presented in this paper, which is applicable to the safety con-
nection of one internal network with multiple external networks. The system employs hardware region division tech-
nique to realize the isolation of multiple external networks, and adopts IP packet reintegration technique to perform the
safe packet switching between internal and external networks. The application of the system in practical network con-

nections shows that it can achieve high security performance.
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lea eax, [ebp+var 14]
mov dword ptr [eax], ‘daol.’
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mov dword ptr [eax+4], ‘rbil.’
mov dword ptr [eax+8], ‘Ayra’
mov byte ptr [ eax+0ch], 0

push eax

pop

ZRE M push/pop AR S FE 4 HHFIH—#
LAAHTE i Jr H e R A H call 154,

M7E Win32, Giri B HFEHTHE 4 PRI P H
push/imp HE K S KRB HRATRLAA. LT X Win32,
Giri R GetTickCount BY/R B .

mov dword ptr [eax], ‘TteG’
mov dword ptr [eax+4], ‘Ckci’
mov dword ptr [ eax+8], ‘tnuo’
mov dword ptr [eax+0ch], 0
push eax

lea ebx, var-func

jmp ebx

ret
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