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Abstract Due to inherent heterogeneity, multi domains characteristic and highly dynamic nature, grid environment re-
quires scalable, flexible, and fine-gained access control mechanism. Despite the recent advances in access control for
grid application do address important aspects of the overall authorization, these efforts focus on the pre-defined access
control policies where authorization depends on identity or role of the subject. However, they are lacks of flexible ap-
proaches to adapt the dynamically security request. This paper proposes a dynamic context_aware usage control based
grid access control model. In this model, authorization component evaluates access requests based on subject attrib-
utes, object attributes and requests., While condition component dynamic grants and adapts permission to the subject
based on a set of contextual information collected from the user and system environments. As a proof-of-concept we de-

sign and implement a prototype system based on our proposed architecture and conduct experimental studies to demon-

strate the feasibility and performance of our model.
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