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Abstract In order to securely interact with cloud data services and store sensitive data which generated or processed by
these services in the cloud environment, cloud suppliers need to provide different kinds of security encryption mecha-
nisms. Compared with traditional IT systems,due to different ownerships among customers, suppliers and owners, cryp-
tographic services will generate large scales of keys in different cloud service modes (Infrastructure as a Service, Plat-
form as a Service, Software as a Service) which leads to much more complex issues of key management. This paper iden-
tified some key types, kinds of possible key states, essential key management functions and common security require-
ments, discussed key management’s security capabilities in the context of architectural solutions by taking three com-
mon cloud services modes as examples,and proposed some suggestions about related application system architecture of

key management interoperability and possible system features of key management interoperability in the respect of in-

teroperability requirements.
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