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Abstract RBAC (Role-Based Access Control) maps naturally to an organization’s structure and facilitates safety
administration by separating logically users and permissions via roles as well as constructing role hierarchies, and
therefore RBAC offers a powerful means of specifying access control decisions and is attracting increasing attention.
In role hierarchies of RBAC, superroles inherit all properties and permissions of subroles. This paper classifies role &
inheritance into two types :generalization inheritance and supervision inheritance .Furthermore, it outlines two
problems in relation to role inheritance ;one is how to maintain data integrity,another is how to reduce the effect of
absent roles on the normal running of the system . At last,this paper discusses solutions to them .
RBAC is attracting increasing attention as a security mechanism .Separation of duty is an important safety
requirement which is implemented by means of mutual exclusion of roles in RBAC . This paper presents a basic RBAC
model,then explores some properties of mutual exclusion of roles,which helps enforcing security policies efficiently.
At last,this paper describes how mutual exclusion of roles affects role hierarchies.
Keywords RBAC,Role inheritance,Mutual exclusion of roles,Role hierarchy,Separation of duty
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BRER AGERKBRE—AMERTE . LACGILTT
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HR7 BACTIZLAERIAL.

(¥ tDisVR(r1)=True=>—(3 r2)((isVR(12) = False)
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FEXE G,1) €CE.MBBiE.

D000 http://iwww.cqvip.com|

EAXERT CREESFHERLFAG HER
SUTLABF L X P M B P 9 — B X R 55— T
WIRF A BN B e BT a AT LK M B £
R AR ETACRES .

ARIE A0 A B SRR TR A ghR
ST BT A R SR T o] RR B AR B M e e A — B
YA £ 6RAE TTREXS RGEIE W 1T U IR Y o) KB, 7E ML B R
FRET R HEBAH S R.7E RBAC AT H A A
ERTTULARALAHFRATBHELTR AEHKA
B fr REER ATUE SR04 B PR3 By L AR 3T
RALEERNEE FUFHROATFINEEEREL,
MERFRKOLAMEEXFHRORTERINTF LG
“BRGEEEERRAR BT REFOALA.

gF TR

1 Yan Han,Liu Feng-Yu,Zhang Hong. An object-oriented model of
access control based on role ACM SIGSOFT Software
Engineering Notes,2000,25(2) :64~68

2 Sandhu R S,Coyne E ], Feinstein H L, et al. Role-based access
control models [J]. IEEE Computer,1996,29(2) :38~47

3 Sandhu R,Ferraiolo D;Kuhn R . The NIST Model for Role-based
Access Control : Towards A Unified Standard [A] . In: Proc. of
5 ACM2000. Workshop on Role-Based Access Control [C].
ACM ,Berlin,Germany, July 2000

4 Simon R T, Zurko M E.Separation of Duty in Role-Based
Environments. In: Proc. of Computer Security Foundations
Workshop X,Rockport,Massachusetts, 1997

5 Moffett J D .Control Principles and Role Hierarchiees .In: 3"
ACM Workshop on Role-Based Access Control(RBAC). 1998

6 Moffett J D,Lupu E C . The Uses of Role Hierarchies in Access
Control . In:4* ACM Workshop on Role-Based Access Control
(RBAC). 1999

(E&F159T

T Petri MR RITHE, ETEAMRARARE. X AR
MARRFHJSHTHEROBR AR TEEOERE.BA
TIETTEH MBI T X0 H A Peuri WX F H MK AL
TAMEBHTER\RRAST.

BRE AXWAT ERESRBG B HEE GRANT
KR BT X4 R A IE W Petri M 2 b, X [6~ 8104 X 52 2
WRART - IRERK ERA RN IAERKE —T RS
fFRSESHIRA, B T 8 B LR (0. R, 1 40 3
WRT -5 2 AR EE — ER Petri MR T
Petri 88, LA B 415 M BB 3 Fk TAR V18 i OBV AL Oy
T —A Petri W77 BIRATAUT UL RIE 7 E  RARE
RIS MRS BRI TR M BT aY R e
HYEAR, T B B REH X FRBIBE R AL A — A Petri M X B
#t— X ERESRE T RIEEZEHE AT HHE
et RE D I FF R T BTN IS HA AR,

2% xR

1 WIMC. The Workflow Reference Model. http . //www. aiim. org/
wimc

2 SEHK.AB AR AAXHNDRAIEERSNA. L.
B F Tk R4 2000

3 FMEMN THEREEEARR. L. BEFHHRM, 2001

4 van der Aalst WM P. The Application of Petri Nets to Workflow
Management. The Journal of Circuits, Systems and Computers,
1998.1~53

5 Wang Binjun, Hao Kegang. Three Levels of Workflow Model,in
Proc. ISFST2001

6 IRE IHERMBHANERRRARRH . (BXAZE1ie
3] 2002. 4

7 EBEW. R BRI F R R TR ARE. HENTR
5%&,2000,37(12):1513~1519

8 MR, TEE. EHE petri M. NRPTIHANRK(ER)

9 Booch G.Object—Oriented Design With Applications. The
Benjamin/lemmings, 1991

10 Best E, Koutny M. Petri net semantics of priority system.
Theoretical Computer Science,1992.175~215

11 Peterson J L. Petri Net Theory and The Modeling of Systems.
Prentice-hall, 1981

12 F% X Petri MR, U0 B F Tk AL, 1998

* 163 ¢


http://www.cqvip.com

