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Integral Zero-correlation Cryptanalysis on Zodiac

MA Meng ZHAO Ya-qun LIU Qing-cong
(State Key Lab, of Mathematical Engineering and Advanced Computing, Information Engineering University, Zhengzhou 450001, China)

Abstract Zodiac algorithm, which was designed by a group of Korean scholars,is a 16-round Feistel-type block cipher.

In this paper, the security of Zodiac algorithm was evaluated from the point of integral zero-correlation cryptanalysis for

the first time. Two groups of 13-round zero-correlation linear approximations for zodiac were constructed, and the 8-

round integral zero-correlation distinguisher of zodiac was given, based on which integral zero-correlation cryptanalysis
was made on the full-round Zodiac algorithm, and 144bit round-subkey was restored successfully. It shows that the inte-
gral zero-correlation cryptanalysis on the full-round Zodiac-128/192/256 algorithm needs 2'*° pairs of chosen plaintext-

ciphertext and about 2% full-round Zodiac encryptions,and its time complexity is obviously better than the existing re-

sults of integral attack.

Keywords Block cipher, Zodiac, Zero-correlation linear approximation, Integral zero-correlation cryptanalysis

1 5]

Zodiac B R H2EH Lee FARITH—-FIHE
B0 R TF 2000 4E 9 A R E ISO/IEC JTC1/SC27
(BERELBERGHEER RS, Zodiac BH: KB IAGH MR
K Feistel B 4320 G54, 4340 K B 28 128bit, 3L #F 128bit,
192bit, 256bit 3 KEWEH, ZEEENELBHPIIAT
BEfL 34 , X5 A BA SCR H 3 S0 BT TR iR E B A
Wi B, Zodiac LI 16 58, B —RE BB HFEHM
T RETH P URIERMES &FHHAR., ORREHR
HE, BNSMEE R ZRAARE LGS BN AT T HE
2, BRiFEENBG FRaEATRESIE . e RS
e E A BB d. Hong % AP fE FSE 2001 4§ Zodiac
B4 14 80/ 15 RORW REE 4 3 HI A 14 AT RRZE 4
XoEHE 16 $/ Zodiac BILILHE T A FI fE2E 2B, BT &
ZeBER 2M9UK 16 5N %2 B , Shakiba S AP HE— BB T
ZEER, (AR T Zodiac BHEH) 16 B ARTIBEL 401 9

mf

R H#:2016-01-21 3B4E B #H:2016-06-20

RS R 5388 KT R RIE 8 Zodiac B¥EHEFT T B4
. SCRRLS IR T 9 501 10 S K458, SR LR 15 580 16
# Zodiac BHELHE T b EI MBI, XBI6IAMA® T
Zodiac BTN 8 SN 9 S5 IX 4358, X HMAT T LI
# R B A Zodiac B Hk X REMBGE RSB

7E ASIACRYPT 2012 |, Bogdanov % AU 87 T 7
AHER AR BT R T . BRI RS
BUMR MBS0 10 , 6 EL24 H T Wi 2 18 s 1y v » S
BT R BRSO BEARE LG . 5EHXR
BESM AR H » AR 56 BRS04 7 o T RE R R A L A T B
P FEAE BAE D B R R 4R S T R IX 4 R B S AL
R, LT 2 S S T (L A DGR A4 B 2
BREE T HI R AR ERIVEE Y BE,

ALHWHIRE T Zodiac BB HEH T X4 B 19 8
J1,¥9% T BAI LR R, B i T BHI B R 558,
X 4% Zodiac BT T BHIE- BT  HERIREH T
144bit B THAE R, Z B 3 FE 2R 128/192/256

AXZERELRBHEARBRERERETESE (KJ-13-009 ¥ 8.

O EE(1986—), 3 @i -H4, T EHEH H N BEEY, Email: 173122881@qq. com; BXTF B (1961 —), %, 1§, 2082, FE 55 M B0 5
IS MERGET R X KBS (1990—), B B+ 4, TEMR F A EEE,



523

5 f&,%.Zodiac BEHNTHE-BRo8E 203

REERER HRAEZRERABRTEANRILEHER.

EXE2HHRT Zodiac BEMMEF TR URTH
K- — MR 5 3 WA T Zodiac BRI TH
KT X4 2R BME L R BT BA - B0 R -8 1 B4k
BEWE: B 4PN TEXME BEAELX.

2 m&EMA
2.1 —&igs

A|B: 5 A B M&E#;

A« B: |5 A1 B BHH;

Vi g Vi NFET

bscodses fogrhsisgrky % AEFF;

7 ARER T

< HEEEH.
2.2 Zodiac HiEHR

Zodiac B K FH 16 ¥ Feistel BIZEH) , 7258 1 2 BTHIE
BlR8ZEMNANBERMGLESR, A 1 iR, HE
EEWEE 1 ER . BBEMRELR. RERS BN
KRR FHMR. Zodiac H¥ERM T RAR A5 3LH Feis-
tel &544, Bt Zodiac B BB A PSR p, MM E LN ¢, 58 4
BHBEMA S SER (L, R € (FFO? fILRH €
(F#)% k€ FS A<UIO BB HH . WK, € FF* (i=0,1)
FRBMLEH.

U wix Qoo |

T 16 Round

|
[ FX (1286i) |
B 1 Zodiac LW

Zodiac EEHIME TR T FIAR .

Ot T E# (L, R =I1(p), HFHELELHA .

OWHHBE : (Lo »R)=(L @ WKo,R, H5E 1 BB
BHIHEA .

P16 A H. (L, R)=(F L1 @)D R-1,Li1)
A<i<16), RRBEALE R A .

@FBBRE: (CLy,CR) = (Ris® WK1, L), I th
HEIRA .

Gt T E# . c=I(CL, ,CRy) , N BRI H B .

BB F(» =S ) HAREDTHK L MIERETHRS
M. Y=L, HPp X=(z0, 21, 2) € (FDE, Y=

(303 ,---,y7)€(F§)8,ﬁl'J7§:

Yo =2 CERCEA
n=x0 ® m
=z @ x2
Jy:a:-rz @D z3
y=xo @ x5 D a1
Vs=x4 @ x5
yo=x5 @ s

Y=L(XD

w=xs D s

FEAER SHRANARK S EXBHFEMR, & 2=
S(Y)’EIP Z= (20,21,"'.27) c (Fzs)syzo =Sl (yo),z1 =
Sz(y1),Zz=S1 (yz),23=sz(y3)sz4=S1(y4)yzs=sz (ys),
25 =5 (ys),z7=Sz (y7)o S:,S; ﬁb% Fzg—’Fz8 J:H@ S ﬁ’ﬁ-
AR SER1], AXAZBREAZRNHRR, Hitx
AENR Zodiac EAY REE; I BHMALEHARE W
FXHH AEH I8, R S% 30 [1].
2.3 FHEX-RoHH

Xt FAEGL LR MBS AT, AR R R BRI
RIEE , RIEE I WA ERK, B I FRIEEH T,
SHEEHEE R RFEEMXENTHREEIR, MEH
KBS R R R BE A B B A B AF X 43 88 5K
R 4o H BB LAY B R it b AT EARE L. B
B, FAHR- B T L B R R ER X E AT IR
2.3.1 BMALMBE

BN FHEMRE S Fr—~Fr L8 o M8 4351
71 nbit B A FERS A . PR B f(0@ a7 f KR
HEEERBR, (0,0 fH—NREEE. #bit AR SSH
ERBBEEWERN frofroofoe i B fi: Ff—>Fp
G=1,2,, N EH i RWRRE, r M —HRERMEEIE R
U=Cuo yt1 s>yt »u )R E BI—ADRIERHE H o (i
w) BRI fi((=1,2,, DR, B nbit B B
H Tp BB CHERS K T, AR (T s Te) = {Uluo =Trsu.=Tc}
TR ETS E RLREEIE.

B2V FHRYEEIE Tr—~Tc BOLEEEN pro.o.
T M Tc WIAHREN ¢ (Tp+ P, Tc* C) =2pr,r, — 1, HHp
prpa; = Pr (THP @ TEC=0}, TIA R BLF: L nbit 1

B,

B o BWAKE, S RM LB, REBIEWHXEES
HAEBEHAPREB AT TR,

S8 1M(REER) MR a,z)=2 @ B4
c(ﬁ' h(xi,x22) 5010 * 11 @ @ * 22)F0 “:’uﬂ{lé’i ﬂ=‘11=ah

5|58 21 (3 E) MR r(D)=(2,2),H4 (B,
B) s h(x),a* DF0 YHMNY =6 P B,

S| 3NN F B W ADRAHEEEE (B
h(z) e« 70, « F1 BFIET N 0 ERIRIAN 0, RZAHOL,

513 4 A T EHXRR BTN~

514 WF-MERRSEATERER E5HANE
BTN R A RAERE P 2D FE— X F E AR LR
PERERS, MR R EE AR,



204 it B R F

2017 4¢

2.3.2 BREARIELE

S 5™ SR ITHENLE R, H § RN EMS
AL ED n IR EESHIFTFDERMGRE 5 9y,

5|1E 604 % &,8,-,8, TosTks s 7h #R R ICBEL
RN &,&,8 M p,np, o BALEHFXFFHA T
Elﬁirﬁjﬁ(al 2 d2 9"'9%)*[](b1 N ""9@1%0151 @ a & @@
anbn 5 o1 D@ by, 1M,

SIEB7 MFEE L (FH>FD? M AR
R = (o |21 |+ |27 8 | 20 |+ | 21 ) F y= (0 {3 |+ |3
e lysloelons)e XETAIEFRE a,6€ FF, % a=(0]0]ala|0]
0lojo,0lololojofofolo]>Fr B=(o0lol0f0]0|0[0]0,0]0]0]
blO[0[O|OEMER a + z DB+ () WMXRBC AT, WH
z: @ 25 5 yuTSE, BRI TE 4 (o 21202 T2 23 T4 25 T » T T+
1) R T BRI AE, yu B AT BRME B B AT IR BB AT )
).

HEN T XHERREREE o, b€ F  BEH a2 DB -
FOMBEXREAZ, Bla- (2 @x:)@ b« yn B VHE K
B, BHHSIES Al a - (2 Qx5 b yn HEM, B
SIH 6 Al A x: @ a5 5 yn HEMST.

3 Zodiac HEHTHEX-RE

3.1 Zodiac Hi%H) 13 HEHEXBMEIR

&1 (0]|0falal0]0]0]0,0]0]0]0]0[0}0]0)—=(0[0]0]
0]|0]0[0]0,0]0|0]8]0]0]|0|0) & Zodiac B # 13 BT X
LB . H o,f€ FF 020,520,

EH M AREERE©|0|aleal0|0]0]0,0]0]0[0]0]0]0]
0) , 434E Zodiac BHEAHMTIH 15 3,1 TRfL 6 .77
RIS E R PERERSTESE 1—6 MR PLE, 0/ 2 i, BIA
mrRololojolololofo,0l0]0lBl0]010]0), ) Lk 7
B, EREEEASE 713 BAEERHE, K 3 FF
s BRI, k=0,3X5 FIRF G, WG H 4, Fid1BIE,

2, 7T LIERA (0]0]0]0[0]0ala,0l0]0]0]0[0]0]0)—
(olojololololofo,0l0l0|0(0f0f0| WA 13 M KL

(o[ola|afoloojo)  (olojclofolojojo)

(olojojojolofolo)

{0l0ofafe/olojoo)

(of2l?]e{olololo)

(d|2I2|71lololo)

(t{2f2[1)elololo)

(el

B2 RYHERTE 6 REREH KSR HT

?|2}2)2}itojo]o)

(elef2elefotl.)

(#l#[2[zllojolo) H2[2[¢]ofolojo)
(e[l lofofofo)

(olf{#[olololo)

(olo} 71rlefojolo)

(ololol Afojojolo)

(olojojojojofojo)  (clofolAojolofo)

B3 LM 7 RERSH T NIRRT

3.2 2% Zodiac WK BHEX-MOWE

£TF 3.1 FREM 13 BBHALKMELR, 1513 7, in
BTG (2o 21 2 T2 T3 X 2526 » Tr 25+ 10 ) WY T AT BE RO S A
18, yu BT BE(E B WRBUR 2 R HAE B T OG- T4
KoranBE TREMSE 1—13 8, LIRIEM 4 a7 Nl
T 2% Zodiac B ¥k, W 4 Fzm .

L R,

Y
[BRERXRAERE |
(olojojofolofofo) (olololAlolojolo)

(0lo}+{+fojolojo)

olol+[4ojojolo)

(of4+/+{ofolofo)

—

0f+[+[+[0fojojo)
(+{{+{-{olofolo)

(0f+[4+folojolo (+[+/{+{olojolo)

R!

6

Lis

B4 13 8BTHL-PHRSE .

B2 1 -5 3 3 LI S R ERBES 14—16 B
LR, SN 4 BT,

BARBEESBRIT

Diliese 22 A A% SO (L |RiyLis |Ris) . HiHp L=
LY, 18 zo = (LI™* | R%*), B 1H B8 Vo [0 15Xt 56bit
xo FEATHHL.

DEIITEER Vi Lo IXF 56bit o FHATITELHep o =
(RI | R%2%) S WS FRE4H £ 1R 48 =0 T =, R
HEE Vil [+ =Vl |, BB REIRHEI Z Ry 2% 2% =
288

DESHEEE Ve [ IXF 24bit - HFTTHECHF 2=



23

Y f&,% . Zodiac BT -0 MH 205

(RE® |RE) BB THR =™ AR4E 2 118 =, EFIHEEE
Vel [+ =Vi[z ], AR E S ABE Ny 2% « 2% =27,

DR Vs Ly I3 8bit 2y FEATIHEL H Pz =
R, UL FHEH M BE » itH =, EFITHES
Vilzs J+=V:[x 1, BB BEORHA 2R E R 2 - 20 =20,

ST x5 BB — AT BREUE, AR Vs [z, ]2, MIGE
G RGP | Rig™ [R50 HEREH, SR AHEHEH.

EYRRABLA_ LA, FFE s, RIS — 5% 13 RBHLRHE
B RN X 280 28 Zodiac B 3 HAT BB BE
ARE B TFEHA Y |- [R5,

4 EXRESN

HFAULEMT . ERAE I ERRTAE 2), 2% Zo-
diac BHERE 16 X8 K SEBEREE. HUWEHRERHH

FHELBEARE S 2 2% X 1 X5 — 2% MBI Wy 20, 77

SRR 2%, R1FIHT Zodiac M T E W H RN
H. SRS o g R AR L, 45 S B B B0 e 1] B 2%
BER R AR, 3¢ BX 3 MEHKENHE S Zodiac-128/192/
256 MHEK .

# 1 Zodiac B EESIER

&% KeyNum & ##¥% Data Time ES ]
& 23 16 212.6 CP 2189.5  xr[13]
Bk 23 16 212 CP 2190 4]

EHR-Bokd 18 16 2120 CP 282 AX
FHHEL 9 16 2103.6 CP 2119 X #[15]
THEBES - 6 16 285.6 CP 2382.% xwi14]
L3 & 17 16 263.9 CP 2140.1 Xwk[6]

¥ : KeyNum FR 88 S B9 FH ¥ Data TR BB E LT, CP F
TR BB SC; Time TR0 F SLZ4BE , B4 16 S BB LI

HRIE AU A MRS BEERT Zodiac 128 BT
MX—GR . GRT B TRAIGEEENRHL RN
AR AP A REER T Zodiac B 13 B TH
REHEE B HET BEENBHX-BSR S8, e
Zodiac HEEHAT T BMG-BRABGE , BFHE RN 3 EHK
BE Zodiac-128/192/256 MBE L EA N . HREHEEH. TH
KRS BH AR ARG T H—BHNRBHEEA RS, X5
BaBGE i NARYT BARE —ENSENE. Zo
diac ¥ BANW BRI Bt B AR RN, B 8] 2 44 W
BRTEAWBRSUEER BRENARARE—BIEERE
BN, B i B R T R R R B R R T —
BRI,

X% X W

(1] LEEC,JUN K,JUNG M, et al. Zodiac version 1. 0 (revised) ar-
chitecture and specification [ EB/OL]. [ 2013-3-20]. http.//
www. kisa. or. kr/seed/index. html.

(2] HONG D,SUNG ],MORIAI S,et al. Impossible differential
cryptanalysis of Zodiac [C]/FSE 2001. Springer-Verlag, LNCS
2355,2002:300-311.

[3] SHAKIBA M,DAKHILALIAN M,MALA H. An improved im-
possible differential cryptanalysis of Zodiac [J]. The Journal of
Systems and Software, 2010,83(3):702-709.

(4] SUN B,ZHANG P,LI C. Impossible differential and integral

cryptanalysis of Zodiac[]J]]. Journal of Software, 2011, 22(8).
1911-1917, (in Chinese)

I KIS, 2248, Zodiac BB KR AT RBE S AL BHT]. K
14238 ,2011,22(8): 1911-1917,

[5] HAI X,TANG X H,LI C. The meet-in-themiddle attacks on
Zodiac[J]. Journal of Electronics & Information Technology,
2012,34(9):2259-2262. (in Chinese)

WT, BN, 8. W Zodiae AP EMBRFHI]. BTS
& B3R, 2012, 34(9) : 2259-2262,

[6] LIU Q,WEI H R,PAN W, Collision attack on Zodiac algorithm
[J1. Journal of Computer Applications, 2014,34(1);73-77. (in
Chinese) .

XNH, DR, B H. Zodiac W ¥k R BGE [T]. HH YL,
2014,34(1):73-77.

(7] BOGDANOV A,LEANDER G,NYBERG K, et al. Integral and
multidimensional linear distinguishers with correlation zero[ C] //
Advances in Cryptology (ASIACRYPT 2012), Springer Berlin
Heidelberg, 2012;244-261.

[8] BOGDANOV A,RIJMEN V. Linear hulls with correlation zero
and linear cryptanalysis of block ciphers[J]. Designs, Codes and
Cryptography, 2014,70(3) : 369-383.

[¢] LUOF,ZHOU X G,0U Q Y. Mutiple Zero-correlation Linear
Cryptanalysis[J]. Journal of Xi’an Electronic and Science Uni-
versity,2014,41(5);196-202, (in Chinese)

B AF L BRIKT. %t LBlock AERNEZEFTHXEME
[7]). e FRIE A2 224] , 2014, 41(5) : 196-202.

[10] WANG M Q,WEN L. Research on zero-correlation linear crypt-
analysis[J . Journal of Cryptologic Research, 2014,1(3); 296-
310. (in Chinese)

EEXF, B FHXEESMHRLT]. BE¥ER, 2014,1(3).
296-310.

[11] YIW T,CHEN S Z. Multidimensional zero-correlation linear at-
tacks on Fox block cipher[J]. Journal of Cryptologic Research,
2015,2(1) :27-39. (in Chinese)

305, R KE. Fox FBMEATHARMEST] Bl¥
#,2015,2(1):27-39.

[12] JIN C H. Spectra characterizations of nonsingular feedback poly-
nomials over finite fields and residue class rings[J]. Journal of
China Institute of Communications, 2000,21(1) ; 74-77, (in Chi-
nese)

SR HREMFBRLER LEFRRAESIMA M 2RI
B2, 2000,21(1) . 74-77.

[13] ZHANG P,LIR L, LI C. New square attack on Zodiac[J]. Jour-
nal of Electronics & Information Technology, 2010, 32 (11).
2790-2794. (in Chinese)

TKM , =T, 258, Zodiac WIEFTH Square BGE[T]. B3 F 515
B¥H,2010,32(11):2790-2794, '

[14] LI C,WEI Y C. New impossible differential cryptanalysis of Zo-
diac[T]. Journal of National University of Defense Technology,
2012,34(5) :132-136, (in Chinese)

8, BB, Zodiac HBEFTHARF RBEAIEH ] EHEFRHEX
2, 2012,34(5):132-136.

[15] HONG D,SUNG J,MORIAI S,et al. Impossible differential
cryptanalysis of Zodiac[J]. IEICE Transactions on Fundamen-
tals of Electronics, Communications and Computers, 2002, 85
(1):38-43.



