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Comparison Study of Aspect-Oriented and Container Implementing Security
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Abstract The major aim of this article is to explain that the security property provided by the AOP has more advan-
tages than that provided by container which is used by main stream software architecture(J2EF. MS. NET). In order
to present a vivid explanation, this article mainly illustrates the security property in terms of J2EF architecture and
JBOSS application server. Do the aspect-oriented programming by utilizing Aspectl. 1 and also use JAAS. First, dis-
cuss the security property on the base of componene system,and then introduce in detail the implement of security

property on the base of container and AOP. The process will be illustrated with a virtual bank transaction system,

thus pretenting the comparison between the two implementing machnisim(useing EJB).
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1.1 BR[RBETL

fE J2EE WS AR NELTERHBEHNE IR
RFW ARRUETAGTROE LY KLFEOEMEIN,
MAAZESRUAT EEFESHESAN EXREFHRE
SREAGTLANTEHENRT AR EHE.J2EE BN
REFFARETHREANETESNR LK RAEN
LM RBHTEE.

ks ey ol HETRSGHRBRKTARAR
NABFHNELHERK. TR —REEZLAL.UIRA
B MRIEEKS. £ J2EE FETBEMBR AL T RS
MEEEHFELR BERRFRAAFELENNARF

BELXANABRFAREZANXR IR AARFHTL
ERERBRFNATHELEBTR NABFRELZINAE
FAREHRELACSRBEFRRTHA - MARNENX.

ERFETHESARERRF I RBHBNMNELEK
B ARESREXEREITRERE RANKLELT
EFEZARGEREMELBAXNAE, —HRRELIRES
ERRFRTAN. TEHEAFRMMAENEIB FHH4
K.EREE®RAF BRAARE A A4 REFRAN BankE-
JB. 4 BankEJB A FHEHEH ¥,

{session)
{ejb-name ) Bank/ejb-name}
(ejb-class)BankE]B/ejb-class)
{security-role-ref)
{role-name}Client{/role-name’
(/security-role-ref)
{/session)
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2. TRAII LM HERAUANETLHENERE &
ARG N AT LLE R B A RN API R K4
EH W XTTUE—ERE ERHRANNELETRRELU
WRELUHELERNER. SEHFEATFAFTUAE S
FELLER AL J2EE FRXER API i 2 23542 S 0945 B AT
RRTFFAMENEL AL FEEAGHAREAEZLETEK
et TEERASHILEEREZFENK LY KK
EEHNTHR. —% 2EE R #RBERNONARS #
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BF J2EE HE—MH, W& J2EE 7= &4t 1 i ity 2 31
HARLHE . XXGB T EREENTLEFT 1T AHIM6E
B REFRERAR RN ARG BFZ AN,

1.2 ERAENRE

LTEREAEENBREA KR TH. BFAMRE
AAFSBHFEREIERETUKBRHFIRENNZHTEX,
ERESBEMZMERE RO RLR M, B AHX LR
BEEMER TEE2RRRALE AN RERE.
AOP HIRMT —HF MM F L ¥ RB IR XAEE.AOP
HUEEmM R EREEZ M ERO R BT (BEREN
TR B EFRFBEITBE - MRS  KH A
F T . Aspect] RS Java it fT TEEAEMT R, AT
16 75 T B9 4 B 0058 Java 1B B LTE Aspect] HIFZHEE, B R
NRE=FFEHESE.

1. ## & Goinpoint) B FHATT BPHABE XN 2
Aspect PEIFLI T kRS

DRI ) 2580 18 B AT 3D Bk
B/ B ;4 R E AR AT SOXT R KB LR TT

2. YIA s (pointcut) : FIRBREE AN —TEFHIE,
— AT EEHERFES T ERL.

3. M H(advise): ¥ BRFZFTRHFEDA SLEIITH
KB HMTF=fkiTHr=R.

1) before . 7EEH: S ATRGHHT.2) after FEERATER
. OHEERERERRNIT, ER2ME R E B HT.
around : TEE R SSME, R ER BT HERE S, HE
BOZERE R LT X,

Aspect] 1 SV 81 380 57 89 K AL R RGO 2 1] 1 4k
REZFBREMEHER . M) LR TS
Fpk. E_HERTOEE, MERNBEEmMFER
AR E4F ITEHAE L XHERTERARINBHET
—HAHERERE AT ERFRERNENNEE
KB TTREYE . IR T EREH I B ENFR TR
AR N 244  7EfE A Aspect] 4% T J2EE MBRFHRME
W, RO ITUERERSUMBEEERPRHENH K
2. TER—MRPIERT Aspec] BEFHEMES.

J/—TEE JAVA X
public class HelloWorld({
public static void say(String msg) {
System. out. println(msg) ;

public static void sayToPerson(String msg,String name) {
System. out. println(name + ”,” 4 msg);

'
//—4 Aspect] R, B LA {# LRy 34 R, L EEITER I/
EWTEP" Good day!” ,¥TEF 4 B S TER” Thank you!”,
public aspect MannerAspect{
JILLTFBITEXT 18 H callSayMsg O YI A &3 . E S BIR X 2%
//HelloWorld By & B L1 ”say” ﬁi‘é‘&‘]"?@ﬁxﬁﬁiﬂ‘]ﬁﬁﬁ BREL
//E JAVA XM E B,

pointcut callSayMsg()

call(public static void HelloWoerld. say = (..
//TEHEXTHEMES, ﬁﬂ‘]ﬁ.tizﬁ%)(%ﬂ]kﬁﬁ?i‘ﬁfﬁﬂilﬂﬂ‘]
//ATERRRAE,

before() : callSayMsg () {

System. out. println(*Good day1”);

after() : callSayMsg(){
System. out. println(” Thank you!”);
}

}
B2 —4 Aspect] BB
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SEFERMET IRRFRA PN RN EEEECRPIA
TG FELX HEEANSTUEBET A EAMEE
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2.1 BHAE

FAE R JAAS SBFTUGE. A T 3 & P BF T A
iE, RAILAMGEH T TR EESIRR, £ 1%
FEFXOEH . REHTERY BB R T H AL java it
TNEM S 2 FEMIA L E P SR, B T AR E.
class BankClient{

LoginContext lc =null;
public static veid main(String [] args) {

//Callback to get username and password. Required by

//LoginContext

AppCallbackHandler handler = new
AppCallba{ckHandler( "xyz” ,"ejf");

tr
Y le = new LoginContext(”Bank” ,handler);

le- login() ;
yeatch( LoginException e ) {
}

BankHome homeBank = (BankHome) ctx. lookup ( " ejb/
Bank”);
Bank bank = homeBank. create();
System. out. println (bank. getAccountInfo(”bill” ));
try {
le- logout () ;
}catch(LoginException e){

B3 ff A java X & IR T AT AE

TEAREEENSEH Aspect], THEMUM L L1

[/EEFREAR BTN
class BankClient{
public static void main(String [] args) {
BankHome homeBank = (BankHome)
ctx. lookup( "ejb/Bank” );
Bank bank = homeBank. create();
System. out. println( bank. getAccountInfo(”bill* ) );

}
/I EEEFBERZH
aspect BankAspect(
LoginContext lc = null
pointcut mainExecution() :
execution (public static void main( .. ));
//E1T mainO R BT TR ZRAE
before() : mainExecution() {
AppCallbackHandler handler=new
AppCallbackHandler ("xyz" ,"ejf") ;

try {
lc = new LoginContext( "Bank”, handler );
lc. login();

}catch(LoginException e){

}
/134T main O BPUGHATEHBE
after () returning:mainExecutien(){
try {
le. logout () ;
}catch(LoginException ) {
}

B4 {5 Aspect] X FE PmEFBTINE
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HARBRSHERBYHEIFE.

2.2 igFEMEI

DR E TR AT LR W E 4715 B R EHE S F
REREMNHEZEHRERDRABEENRARR; X
AEE. BRICRAFHRELPREEN —F HBHTH L
J2EE IR A REFAEM BT R BATE ¥ W BEE B8R
FRRFEREDRE HEXHP T RO R ERTEHEFIT
ThRE. BAR7E J2EE AT LA R BRI &2 M e X A [
HXFH T TR EE: DESREFH TS, IHE KX
MBS E A B 51 C R R F X e I S Rk BI T
LIRtFtEdmmy mEER. TANBFHRAERTICR
REFBESARFEAEALAN  MREIFERESED

RFARE X FFLICAH .

aspect Bank Aspect{
pointcut bankMethods () :
execution(public * bank. * (.. )) && this( SessionBean );
after () throwing (BankSecurityException e):
bankMethods () {
Log logl = Log. getlnstance();
logl. write( e );
}
}

BE5 fH Aspect] SLHIEF IhAE

HIT AR AT LLE S UM T A LR, RBIEN BF N
TR T IR F BT F BT, T E B XA 250 AOP
ERELFHEN TR T - MTEH I .
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. EREARGEERE
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it AXLUREHPVBIGTE.FRMAOPEH
Y ERELRAE KR FRNTENHT T AOP
AR e MAE F . A SR AR Bt R 2 LA B AT LAE T &
ARFUANEETEANES MIECEL L TRHET
A7, R PR %4 R YR T B R R R 0 A SeiE R E AT
X . F—FTERMNIABHAFTFRENFRY TR,
FRAERBHREUELAEIRNERNSHNELE
B BRIGTUERETEFHELERATE HEXHRH
THEZENBER T AT NARMRE DS H. RGN
RSB R AL EXELIEF TTER Aspect] BIRE L[
BHAFEMRENTY ROFE, XRT US4 MK F
RAEREENTEESFBETLUEERT BEAREES
LHNABRFF IR TERIUENABRFFALATIIAZE
P B R EAE . LR, BRTHIERY TR TTE
REEBZEHTENNES.
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