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An Authentication for Web Service Based on On-Line Handwritten Signature and Digital Certificate
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Abstract Handwritten signature is unique behavioral biometric characteristic of human and can be used to identify
users. This paper proposes a novel authentication scheme about Web Service that combines the digital certification
with on-line handwritten-signatures, which provides a good soluticn to bind digital certificate with its owner by his
biometrics. The information between the user and the server is encapsulated into SOAP messages with both XML

digital signature and XML encryption and the transaction can be conducted securely on Web service.
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