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D-VSSP. Distributed Social Network Privacy Preserving Algorithm

ZHANG Xiao-lin ZHANG Chen ZHANG Wen-chac ZHANG Huan-xiang YU Fang-ming
(School of Information Engineering, Inner Mongolia University of Science and Technology, Baotou 014010, China)

Abstract The processing efficiency of traditional social network privacy preserving technology for large-scale social
network data is low. To solve this problem,a distributed vertex splitting social network privacy preserving(D-VSSP) al-
gorithm was proposed. D-VSSP algorithm deals the large-scale social network data in parallel with MapReduce compu-
ting model and Pregel-like model. Firstly, using MapReduce distributed model processes the vertex labels with method
of label trivialization, grouping trivialized label and exact grouping. And then it realizes distributed vertex splitting ano-
nymity based on the message passing mechanisms of Pregel-like through splitting vertex electing. The experimental re~
sults show that the D-VSSP algorithm is superior to the traditional algorithm in processing efficiency for large-scale so-
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cial network data.
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D Name Gender Age Nationality

vy 1 Alice F 22 UK
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vy 4 David M 25 USA
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1. Upload original graph to HDFS
2. TextInputFormat()/ * M- A BUEAE * /

3, ReadFileByl.ine line

4. while(line is not null)

5. each line split by sign
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7. mapper(key, value)
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9. reducer(key, value)
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10, emit(key, value)
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11, SaveAsTextFileO)

12, return Initial Graph ]
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/* RH SRR ABRRE » /

3. if current step=1 then
4. SendMessage(E. destinateld, Messagel)

/* R id FIEEH BAMELR * /
5. else if queue is nonEmpty and the vertex hasnot splited then
6. sendMessage (E. destinateld, Message2)

/% REDBHELHERE =/
7. else
8. sendMessage (Empty)
/* BREZHBREE /

9. end if

10. end if
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12, if (message. nonEmpty) then

/ * BB HEEARREH * /
13. if(step==1)
14, AddMessage ToMap(message)

/= BB RS TR A Map g « /

15. else

16 DropTargetFromMap(message)

/ * FEH B Map B H RS * /
17. ChangeTheEdge(message)
/% R BB * /

18. endif
19. if(selected as split vertex)
20. Spilt TheNode(m) / * &5 m B4+ « /
21. else
22. Silent
23. end if
24, else
25. Silent
26. endif
27. step=step+1
28. end for
29. return G
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