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Abstract Intrusion detection is a research hot point of present network security domain, association analysis of alarm
information is an important part of it. Through association analysis of alarm information, rate of false alarms of intru-
sion detection is increasingly reduced, rate of detection and usability of it are increased, it can help administrator hold

present security states of network. The paper analyzes present international research state of association analysis

technology of alarm information, classifies and compares existing methods.

Keywords Intrusion detection, Association analysis of alarm information

1T EE

METBRMMNER . MEEenBEERXREE.H
LRENEIHEASREAEANHKBESE. Bt AR
K & 4 (Intrusion Detection System,IDS)MNZ | T & HEr
FFERA MR, B AT GBI AR
HEEE, UMAFHE TN . XHFXETFEAZTLERE. R
. ARRMEROEANEREEREES NN, — &
FPOMHEBRFEFE.REFER ETARREUEA L SH
R B8 IDS EER AR ARNAREERUFERHTEY,
ENBATEEEerEREEANKRZEE EXRES,
ML . EERABREAFRETRUNEENEZERE . B
ERN T EVRESBRIRERAFPWEEEREOTHIE
BNREARNEERE (XFOHOEBEAIRcHBERS
FERE . ELLE BETIHAERERERS: FUSK
AREE;ER, AHENREERICMEENFLE, TLH
FERAHMERRAUEN TN, NS BRME. AR
EURES E AR AT, TR E FR T L
HMAR -SR] fEs H, EH ik, R AR A8 & < 3
FRE: YR A% BERRERSHQRE 0T 8 %>
LRI,

PR, FRENETHSGER MR e

KK P R I JF 86 % B H A B B4 2 a1 8 R BRSR R R A8
M ERERTA ITENFREEARIIX . —RE
B it S0 B iy R P 4% A AT R — R MR W BTt
BT —ERETEREMBLE IR EEEIRAEMNEY
RiEE— R B R s 8, WA RES 2 RHTH.
B, @ REMTEARTURD IZBE REQEE, LK
ERREEEHTHE.

Z 3O 4B IDS BB B XK T ENFERRKEITT
TN RG AT T X BT R AR B2V A R SR
T FIT M BETHREERBOTTE BTN EET
ERXENRETE  RERERE.

2 BEXBAE

2.1 ETRERACIMEXREZ

X TRAAR IDS MRS EEES RN EAERR
KA IDS. ¥t 3k B R R KR IDS f % 15 Bt 17454 KB
ST, AT LA SO IR A RUES B dr 44 X B IR AR
REFRKEAEBL. FRALY IDS “RNFAREERA
G MERERAAARTE— MR TR —%
3R S R

28R A AR S B IES AR R IR, K
IERRIMT (D AP E L. RHREE BAEFR

OEIHHFE - BRARBFRE 60083007 HEELERBHREBRAN(973):G1999035810, B R R LR (863);2003AA144030,
S RKGERRAEEFRES CXK45634. NI WML4 FRIE F8%L . JiEzHE;IEX HE.HRFH.FE%2:%kE N @

THE FRAIE- AR XHT HLE FRTE.EREL.

e 6] -


http://www.cqvip.com

{E Tt Bty B AR By 2680 L B 80 43 B AR Bl
. ()T CFHEMLHE AU R R X BB L EE R &
. E&RE T XREE EREA UM R, X ALUHE
KN E KT E LT 30 B ARR S IER T REE
BB AR A 1E R R — 4, BT LR A A R HFE &4
LA BE DA B SR 3 58 e Ak AR U BE . (3) B SURRIE SR /MR . 4
REFHER AU/ T B/ EEIE WA &R (5 B K%
ERE AN, EDELE 0. (4) T SCIR B AR LR 1) {8 380 s
R KBRS SAHLUET & & A8 DU BME R, MM &3]
ERAMUGOHEREHEMUE.HTBLIXL snX, V)=

2L Esim (X, Y/ 2B Rk X BRBRTIEY 2R

EME%,J %#ﬁ%iﬁ@ﬂ@ﬁ&?%l E; B¥ % j MFEA AL
B, ERBRSEMDE. XY, AR FREHEXAY
MEA TR A BN LB ERER, B % kB
SFr, AT/ 2302/ 30 B, H SR AT T LB iR
EERLARARLARE, BN COTRERAREHEZM
FIEARRXE.

2.2 ETHHIGREBHTECEKS %

A EHIBHFREAR, — KBTI EE Y
ZHAAN SR B BAR RS G BIE. B IRk HRN URE
F LR I AR i A L TT X R R — N B i e
TS B TR

X3, 41RARETFHETE 8 DS B E —T R ¥
B . RE5EmBMN SRl T X i BEZRERT
EH B RAEE BZRE A EERE KO HH R, M
R OXPAERBET BI5cR € B E, W g e i
GR.—BREAN—ARHFHR ATERE . EETET
REFLGEFTE. BEATEREEZH TS, TER B2,
ARERTE HEFETSRX4].

REHERTRTRAEXGTERATELRA N sim(X,
Y)=1;0,(80 R;(r) K X XRHFLEHBEHEE Y &
FHHHRIERFHREEE;LERFEMREHEEZEA
BF0,(AOFRTMEAREHEEZ A EER; R, (HDER
A REEEHNE IP BUEHEE . L, .0,(0) R, (DB BETE
B H0,11, B sim (X, V) BEBR[0,1].4,.0, (40
R(HMBEES XIMT LEREEE j MR RAIREH
EERFEAS MHIRBENREHSNEE. M A%ZE
EEMREFAYERERXT LB ZEEZENREA AR
EXRAN AHEAEEELARAF RSB RE
BBR, TT— M RFHSYPRNBEETAE B LB .0
(AR sigmoid BB FE LK 0,(A)=1/Q+e ) R;(H R
FAREHBEIP U GHECERE, EE - WEL, HRE
KB T IREH B o b B r RR A IP HhHEAY H S
I 8 HEUETE [0, 32], r= 32U BB A IP H#iHE 52
£—#,r=0HAEASIPHAFTTEBRTR—FTTFH.ER
A ERRB R, r BEN r=0,8,16,24,32,r IR B EUEH
R,(DBRVEIE B E I DoS MBHHWFTEMN r BH i=
i=DoS, M| Ri;(r) AT — AT R KB E , XHE R AL 8 R B
AR IP it T R dr. 2 MRS S AR AR
B IP b AR KB R B EE R EEF T2
B LI 16000M R RS REHHRC . EBREAR - AT HR
WAREETREFEY, — B —-MHHHRUS HEBWIE
SREELNERE BT EREAERVBRGRAOE L

.62.

D000 http://iwww.cqvip.com|

3 BETHIBZERIXBRSTTE

FESECOR—IXNEE . FEHFEILEHNENTE
EREAER HPOREMT.FFIHT KEITHERE
&%Hﬁ?k%&iﬁlﬁéﬁ,tﬂ,Barbara“"]%ﬁiﬁﬁitﬁﬁ#i
075 B SRS 7 R 28 BB R s Lee £ Stolfol™ )] 348
BEEAR E S ER W R RN RN 5 K517
Y, FEMmE IDS ENRKL, F mRHRA IDS 8 HIR
# ;Barbara fl Jajodia ™V AR T — 2% , M HEEWETE
MR EP 8 R E#ET Titk.

3.1 RESH

REMTRABEAF X X RiFTH XN —F B E
R BIFEHENMEE R —XK, EEE—XPHIMERER
BRI, AEEZEAHMEEAREHARE.

311 AFA&EHFHRAARE HHBRAKER
HEHFENEHES REEEPNFERTEARER
H.HN—RRASAESRYE . g B iR . Bd
B GRE X (HHE . BB REEY, “E'RID.

XMIBEHRHERBROEHHEEXT LHEHG
B ORFHRAHE . LEEFR . AHER, iy HEN
Web BE28 43— E5 8 Web I dr; QO BRFHRIIHE . I
HEE MEHEX B RO RER S ZHRE; ORFHE
Yot B AR B KA, i E L ] BMELI X B — B AR 47 4
HRAG EZELRS; ORFHRIGE . LHER, m
HHEENAENRLARFHR LI ORAHREHE,
mgHENAEBEREDN AR LT (6 RAHEER T HF,
ma AR, AR B EH X RETRREZSI B3 (D
BHAREHER, mMAR R HES M E R E . %
FTHEHRERETERE . EHLR. FAHNHBRERREF
SREMEARHER . TRAAFHLG IR,

3.1.2 @mAdhpmaSREF: EHREDH
AOI (Attribute-Oriented Induction) ¥ EHEILA —F 7 5,
T i1 Cai, Cercone # HanP'? F 1991 EF B KB H. M S F
RL11UR TS SRR R LR, — R
BREAHAEMNE HKE B S EHE.

BARETERAR: DEIRERNTEBAERE,
HTETRERE; QOBESR AN K O A R ERFERE,
im 1P ik % 05 AR E X RS . AOL H 5 R1ED — AR
BHEEABREY EXEAIRSBERLAZAMBE R,
BAMSREN TR, THARE AOI B #THB AN E R
BEHIREN S,

BABEFEES L —TREANENMREEBE nin
size, A MEFEEHENTFENRMEEXRE T, -,
Tao

B REEE.

M.

O:=L;

while (true) {
O FHE— M REEFEE o
C:=HREHE HEMNREHE = 18
MR C>min-size, MK R EIREFE L o5}
BEREEMAEREREFLNH —FIE A€
{1,e-4n};


http://www.cqvip.com

g — IR E a0 [A]: =parent(a [A],T)};

BUAREMERE.HT AR [ 2T REGEES
HtREFENER T FE— M REER " €0,a” B
HENREEEREZY WA £ /NT min-_size, N FEXS
A FEFTHEAL B B A 4L

BN EREREEETEHER.

3.2 BFIRXPERE

FFFME KRR R 45 1548 A5 X B (8] 2 4 4 X B AR
EREORX—FEDE ELFENNEXNZEYOAER
EEATIREGEZAFAMENXBEER - (DERKETR
MFFE—dp R, — R R E R - HES RS
HE R & B E R PR E B XA B
REA G HEERAR — B TRMAE BAr#T T 3. (2)
EAGFIN ET B & ER T E T X B i F f947 AT
B, FRBUE SRR (DA RSTHREESHE):
FEBETEOTRRTHIRE. 0 IDS R ¥H 8 “TCP
FIN Host Sweep” 2 & 8% {5 B “Orphaned FIN Packet”, &
ZHARROMEGERFRAESIENREHFTIE:. BHIH
F—EEREAR B 3HEARTTHBHER A IR H Bt
fifed B AE, T US4 aY fidE .

AR SR A LBRERR, F 1% R e
A b H s PN B R EUIE R, E AL BRIERFERT,
FEIRELHNREFIIEAZRER IFFEET
HEUOE R A TSR RS, RITASZEE
ALLHITIE R, BT i E (5 BRI .

3.3 XEAFE

RKBEF HEEIh Agrawal % A F19964E82 1, ERF
B4h EBUR B B8 H M B RS T RBRIL N B 3
BAVS - (DREFTAORETSE QBB TE~EIRX
BRALN .

R BB AU Y RIS R B A BT EE R T B T
FF IDS % {5 BB, 30 IBM $24E 758 75 & BRAY
EPELARRMEF . £ P P& HEE NetRanger Cis-
coSystems S #5 A IDS =5, T B 9 0% {5 BBt Internet #&
3| IBM gy R EERER OB MR R EERRE AR
EEEAIEEXMNY - EZ AFE—1TIDSHFRIHH
PREHE CIEMELE MEERE. —RAL-FAY
RESASTERARAY. B, FEHRTRE IDSHER
EREIRB.RAETER: ARETEXNE S —1 IDS
MERRE. HEERAR—FPRELZRERS N AR
Ehkeh , — M REBK P TR RO KX H P —
TREHBHAIT.RFR A IBM ) Intelligent Miner for
Data toolkit XX RN EE 4 R Ja /= £ R BAL N A %
BRERE.

KEFERAXBIREE B Z B NG, E£F LHE
G REFS Gt EEERBEZELY  BHERBUFEINE
AAWEAN T R Z T B RAFEERALRERE B
R A .

4 BFRRXRMEEFHE

W d ERFFREHAIO LEEE MBS TER
R T RER T Kl B R Sk R B By EE
ETRE LHEE SR EG  MERBRFRR . ZRXAD
BFF% . B L T ARAE B ik A BT SR AN £ SR AT SRR 20 2

D000 http://iwww.cqvip.com|

KB HEREEHHET KX, 5 H Requires/Provides A T7
B IR TT .

4.1 Requires/Provides &% K%

X [21]1% A Requires/Provides # R A o di3p 8, 71X
A, 5| A BB ) (capabilities ) 1 4 & (concepts) W 1 K iF.
BEARIGEAEEFTTELFMUN telnet FESEMA P L
MO4 R telnet BE) FERM, ER-THETIEX
A(REAENBELNR A RBEFEVORAIIANSH i
BEHXROTE MERER T LR TFHEFOMRFER .M
BAHHBRAGRSEXLHFHR - MECR AT
B ST ERSKIE BHZERIRMEAE .

HHER ORI HERRIES JIGSAWE, E Al &k
MERE RN HH R — R GRRRRE TSR A8
RRKFHFENS Y. AXETEXEZEER SRR
BRI ZER R, B RS~ R TN ENE T
REEHFD . EHRHR ARSI REFEER
RUEHBIRES .

BARAE & 12 B 1T LA R A 2O U AT 1R (5 BRI A 4T
B2 JIGSAW RAMER I — LR TTH RS B RBEER,
XREN ZFTEERFENAHIESLAHBREA FEBY
TR R IDS R ARRE, NARREXRR M 9§
B4 % b % B RERRHE kT TR M.

4.2 XEHAA %

EHEAXBERNEZREHHR, EURENEAIGE
Pext G Rh KB iy AT R85 R L TR FIGS R . A
UDPVulnerableToBOF (VictimI P, VictivmPort) % 7~ & 11 3
W AW UDP BERRUBERTHIT T EMRBREN
iff.

Kk AL ARSI FGHRIA L kG, T
It B REHBRFEAINENER A HHNSERS
F 42 T it B4 5 B 4 it AT HU B W E AR T it JF $) . Ning[#-24)
1 CuppensU I Br{E ) TYe SRR E T XA AY, B R &L
BHERE, TEAFFAA.

Ning I & hyper-alert type R IR E X MM HTIRNE
B, & —4 =54 (act, prerequisite , consequence ) , F
fact R L H RS prerequisite TR B Z BRI EHER,
S 69 B 2 BALE fact 89T K »consequence 2
& ERFTA H B RR T fact.hyper-alert type §93E #1438
1 % (hyper-alert) B IR % 2 [6] 8 52 2 A & 5 BN B BUE
RERBE O ZEBEW RS T REEDEH AT R .
EHNTHA B AKRELAR: (1) MR FE.FF I hyper-alert
type B — B UL EFRURBAZEAIMREXR X EEFEH
By XML XHFR BB LT XML X SERAE X
FERHHAERERTRREF. QORETLER RER
REF G B AR IR B b B B % B MR
BB RBES | HE AR 1 8 1R % A B 15 BB AT L FR 89 R BRAE
% (OBIRE R E = 35 N BUR P OB IR ® 7
KRS (5) TR . FI A GraphViz T RLE % 2 B
BeOZ AR SR R KB E X B #h R U KRR R
FE3, BB R BB 0 IR BB A RS AEFBREN
RE NS MAEHITREE, PR — XM AT T
IDS ZR BB S ERE THBEXRENFI L BRE
TEBS B IR 8T R B AR S AT i
BRHENIGHER SR (DB THMT IDS fYiRE
EE B mMBRERRE, ZHT HHFNFHXBRE
HE M- REES AT S8 SREEEEEL

.« 63 -


http://www.cqvip.com

(R E X (OF BHHNRESE SSRRRE, AR, %HF
AT T A S S B R I LA # 7S5 (D I I VERE IR T
b iy RN

[El#,Cuppens RAXBMMABKERFREE HIREE
BE AR (DRETHEERRAHA XML £ X,8XE R
6] IDS # I B B4 —FI R R L E S Z R R A prolog
EE LW, PR B R prolog BXE , BB BLHE
AERES, FESMEE. (OB L XHEEF it
T, FAF BT R AR — IDS, L 7% B A IDS, #
EHRUEEHTRELE MUXRATRRUREZR BFHEX
TET o HLER oE M EAARRN. O FHEE.
HESBRERTEF FELRREE aHAACEBIHE
BBHE BEHEFGEE XN REELR ERR. (XK
Bk 8k B B —ih & A Rh F TR, LRSI i E
MEHERE. RARNMRRENE (B RM XX RTLIA
RAHMBHORABXRBRO AR, KBEAMEFTHL:R
EREEENERAEBRAREF R, KBRS HE
B4R BB 4, itk E T LAMBDA™ I By 3817
iR () BBENRBE R 5T 988 5 xR A ] F e B A0 R ity
fEi, U I E M-S AR HEERIARER. €
X Ty &t £ AR NAT A A KT,

HEIE ARENREMEEEXRBESTRE/LEATF
BEEOPRLE, KELEFRHET LR EKMER . L\
WHEBEIER A RERER BN E 3R K
HEEIRS RO E. KPR R T RENTT R
%, XEEREHE SR TRk,

£ %

1 Denning D E. An intrusion-detection model. IEEE Trans. Softw.
Eng. ,1987,SE-13:222~232

2 Valdes A, Skimmer K. Probabilistic Alert Correlation. In: ¢th
Workshop on Recent Advances in Intrusion Detection (RAID),
LNCS, Springer Verlag,2001. 54~68

3 Dain O,Cunningham R. Building Scenarios from a Heterogeneous
Alert Stream. In.Proc. of the 2001 IEEE

4 Dain O,Cunningham R. Fusing a heterogeneous alert stream into
scenarios- In: Proc. of the 2001 ACM Workshop on Data Mining
for Security Applications,2001.1~13

5 Jwhan,Micheline K. Data mining concepts and techniques. China
Machine Press,2001

6 Barbara D,Couto J,Jajodia S,Popyack L, Wu N. ADAM: Detect-
ing Intrusions by Data Mining. In: IEEE workshop on Information
Assurance and Security, 2001

7 Barbara D, Wu N, Jajodia S- Detecting Novel Network Intrusion

D000 http://iwww.cqvip.com|

Using Bayes Estimators. In: First SIAM Int'l Conf. On Data
Mining (SDM'01), 2001

8 Lee W,Stolfo S J. A Framework for Constructing Features and
Models for Intrusion Detection Systems. ACM Transactions on In-
formation and System Security,2000,3(4).227~261

9 Barbara D, Jajodia S. Applications of Data Mining in Computer Se-
curity. Kluwer Academic Publisher, Boston, 2002

10 Fawcett T, Provost F. Adaptive Fraud Detection. Data. Mining
and Knowledge Discovery,1997,1:291~316

11 Debar H,Wespi A. Aggregation and correlation of intrusion-detec-
tion alerts. Recernt Advances in Intrusion Detection. LNCS 2212,
2001. 85~103

12 Cai Y.Cercone N,Han J. Attribute-Oriented induction in relation-
al database. In:G. Piatetsky-Shapiro and W. ]. Frawley, eds.
Knowledge Discovery in Database, Cambridge, MA: AAAI/MIT
Press, 1991. 213~328

13 Julisch K. Mining Alarm Clusters to Improve Alarm Handling ef-
ficiency. In:17th Annual Computer Security Applications Conf.
(ACSAC) ,Dec. 2001. 12~21

14 Julisch K,Dacier M. Mining intrusion detection alarms for action-
able knowledge.

15 Han J,Fu Y. Exploration of the power of attribute-oriented induc-
tion in data mining. In.U. M. Fayyad, G. Piatetsky-Shapiro, P.
Smyth, and R. Uthrusamy,eds. Advances in Knowledge Discov-
ery and Data Mining. AAAI Press/MIT Press,1996

16 Heinonen O,Mannila H. Attribute-Oriented induction and concep-
tual clustering : [ Technical Report Report-C-1996-2]. University
of Helsinki, 1996

17 Mannila H, Toivonen H, Verkamo A 1. Discovering frequent
episodes in sequences. In:proc. of the 1st intl. conf. on knowledge
discovery in databases and data mining, Montreal, Canada, Aug.
1995

18 Wespi A,Dacier M. An intrusion-detection system based on the
Teiresias pattern-discovery algorithm. EICAR In.Proc. 1999

19 Manganaris S, Christensen M, Zerkle D, Hermiz K. A Data Min-
ing Analysis of RTID Alarms. Computer Networks,2000,34(4)

20 Zerkle D. A Data-Mining Analysis of RTID. In: Second Intl.
Workshop on the Recent Advances in Intrusion Detection
(RAID’99), Purdue, USA,Oct. 1999

21 Templeton S, Levit K. A requires/provides model for computer
attacks. In: Proc. of New Security Paradigms Workshop, ACM
Press, 2000. 31~28

22 gttp;é/seclab. ¢s. ucdavis. edu/global-guard/meetings/steven-

arpa

23 Ning P,Cui Y. An intrusion alert correlator based on prerequi-
sites of intrusions ;[ Technical Report TR-2002-01]. North Caroli-
na State University, Department of Computer Science, 2002

24 Ning P,Reeves D S. Correlating alerts using perquisites of intru-
sions: [ Technical Report TR-2001-13]. North Carolina State Uni-
versity, Department of Computer Science, 2001

25 Cuppens F, Ortalo R. LAMBDA: A Language to Model a
Database for Detection of Attacks. In: Proc. of the Third Intl.
Workshop on the Recent Advances in Intrusion Detection
(RAID'2000), Toulouse ,France,Oct. 2000

26 Cuppens F. Managing alerts in a multi-intrusion detection envron-
ment. In:17th Annual Computer Security Applications Conf. (AC-
SAC). New-orleans, Dec. 2001

27 Cuppens F,Miege A. Alert correlation in a cooperative intrusion
detection framework. In. Proc. of the 2002 IEEE Symposium on
Security and Privacy,2002

(LHF54T)

(5)% 4R34, BRO01, (H A1, B 5T R L.

(6) Ppn: 4+ EE10H %%, Bl0110111011, { k0. 763, Bt &F &
1. 645,

(D xoar:4HEE11HAF,EP00111100010, {8 & —0. 471,

@y : A4HE, B EHO.

(9) T e : Ay HE10H 4%, 110100111000, {5 51336, B §T &
2336,

FRBI ELFHSE Key=(0. 295,0. 330,0. 5,6,1,
1. 645, —0. 471,0,2336) , ¢

HEid AXHXNIFMBRBEMTFRAEHLT TR
RS BEEE TN . E XN EPNERE. . REEEN
SEHE A ERERRELR A RPN BN . RS
HTma$ AP O4EEAREMESRACBER XX
IBRARA—EBSEA.

RNEED . BENERECAINTHELAMERL T

.640

BB — G E MR T2 U RS IR, BATRAE
R EA R BUE KSR ETRE, X K TR E#H
—E .

£ X ¥’

1 F, k4, B, 2P —HusHN SRBERME R
FHLEEE, 2002, 29(9) :137~139,145

2 Li Shujun, Mou Xuangin,Cai Yuanlong. Improving security of a
chaotic encryption approach, Phys. Lett. A, 2001, 290 (3-4):
127~133

3 Alvarez G, Montoya F, Romera M, Pastor G. Cryptanalysis of a
chaotic encryption system. Phys. Lett. A, 2000, 276 (1-4): 191
~196

¢ Alvarez E ,Ferndndez A ,Garcia P, Jiménez J,Marcano A. New ap-
proach to chaotic encryption. Phys. Lett. A, 1999, 263 (4-6):
373~375

5 Shannon C E. Communication theory of secrecy system. The Bell
System Technical Journal, 1949, 28(4). 656~715

6 Kocarev L. Chaos-based cryptography: A brief overview. IEEE
Trans. on CAS-I, 2001, 1(3): 6~21 )

7 Stallings W [£] ¥, 50, FAR, FEE .53 EREEEZE5R
g RE IR OETRD. JE3 . 8 F Tl i3, 2001


http://www.cqvip.com

