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Buffer Overflow Attack and Prevention
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Abstract It is reported that buffer overflows stand for about 50% of the vulnerabilities reported by CERT. Buffer
overflow attack has become a rather popular form of attacks. This paper, above all, introduces memory layout of pro-
gram; second, describes theory of overflow. attack types as well as attack methods; third, analyzes theory, advan-
tages and disadvantages of present main prevention tools, at last, summarizes basic prevention methods of buffer

overflow.
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int main(int argc, char® *argv)

char buffer [8];
strcpy (buffer, argv (1)
return 0;
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