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Threat Assessment Method for Coordinated Attacks in Network Security
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Abstract A major research problem in network security analysis is threat assessment. It’s one of premises of protec-
tion and response for network security. An event set based threat assessment method is proposed. Clustering the se-
curity events results in correlative event sets, which are assessed according to attack frequency, source, initial threat

value and the priority level for protected target. The method has first order linear complexity. It can be used in real-

timethreat assessment for coordinated attacks.
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