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An Image Authentication Scheme Based on Public Key and Fragile Watermarking
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(Computer Institute of Beijing University of Technology.Beijing 100022)

Abstract In this paper,we propose an image authentication scheme based on public key and fragile watermarking in
wavelet domain for ownership verification and authentication on integrity of image. The scheme is not only able to de-
tect minus modification made to the image and meanwhile indicate the specific location that have been modified ,but al-
so can check for the owner of the image according to the user key used in the verification process. The scheme is a
blind watermark,and the original image or any other information is not necessary in the process of verification. Since
the algorithm is based on the security of the cryptographic function,and requires a user key during both the insertion
and the extraction procedures,it is not possible for an unauthorized user to forge a watermark or alter the existing wa-
termark so that the resulting will pass the test.
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