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Abstract This paper proposes survivable architecture for database system security based on intrusion-tolerant mechanisms. We u-
tilize the techniques of both redundancy and diversity and threshold secret share schemes to implement the survivability of databas-
es and to protect confidential data from compromised servers in the presence of intrusions. Comparing with the existing schemes,
our approach has realized the security and robustness for the key functions of a database system by using the integration security

strategy and multiple security measures.
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