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Operating System Security Enhancement at the System Call Level
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(Engineering and Research Center for Information Security Technology . Institute of Software, CAS. Beijing 100080)

Abstract The one main method of implementing security kernel is, directly modifying the original system’s source
code, to add security mechanism in operating system. That is to say. implementation mechanism of TCB (Trusted
Computing Base)should be embedded in kernel source code. As we know the advantages of this method, we must be
aware that some shortcomes exist, such as compatibility and portability. In this paper we put forward a security vir-
tual machine (SVM)concept, discuss the technology of operating system security enhancement at the system call lev-
el, and design a security model based on this concept, which can reach the C2 level security protection standard, em-
phasizing on the design idea and implementation advisement.
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