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SOM-Based Multilayer Web Security Audit Model and its Implementation
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Abstract With the spread use of Internet,Web applications are facing more security problems. Security audit is one of
the effective ways to secure information systems. With the use of visualization technique in security audit.security ad-
ministrators can audit user behaviors easier- However,it's difficult to apply visualization to large volume of Web audit
data due to low-efficiency of audit systems. This paper presents a multilayer user behavior model for Web security au-
dit.and proposes a SOM-based visualization algorithm according to the behavior model. The algorithm transforms
Web audit data to visual information,and then security administrators can operate audit systems with such informa-

tion. Thus administrators can explore intrinsic relationship of Web audit data with highly-fidelity visual information

while audit users with highly-efficient manner.
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