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Abstract

In this paper,we review Girault’s Authentication algorithm and Poupard’s Secure analysis for the algo-

rithm. Security condition that can resist initiative attack is given based on undistinguished evidence Girault’s algorithm
even if processing one overlap. Finally an new Blind Signature scheme is put forward which is based on security de-
compose factor. High efficiency is the most peculiarity of the blind signature algorithm.
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3.1.1 AF HENME—T Girault"HAFERE@ED .

FARESH LML Hp 2 REKFH K2 5H
BHBHEX.S REBEMHLR . RE RINEX R=2""S,
BAEA—1T RSAKR N=pg I— 1T HBTE g€ Zi . iIEY
HXBE—NHIRE € {0, S—1}FHAH v=g"* mod
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Verifer
N=pq is an RSA modulus ,g is an element of Z;, of high order
Secret: s€ { 0,...5-1 },Public: v=g ~* mod N

Prover

x=g'modN X >
re{0.R1} ¢ ec { 0..2%1 }
y=r+es y x=g’ v mod N
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Prover
N=pq is an 2* -strong_RSA modulus ,
g is an asymmetric basis of Z;, of order greater than 2 t

Verifer

H is a hash function over 80 bits

Secret: € { 0,...5~1 },Public: v=g ~* mod N

h=H(x)

x=g mod N h R

re{ 0.R-1} e " ee{o. 2%}
y=r+es ) y X=g Yv mod N
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Initialisation
N=pqisa 2*-strong-RSA modulus
g is an asymmetric basis of Z ;, of order greater than 2k

Key Generation
Secret: §€ {0,...‘ S~ 1};
Public: V=g~ mod N

Signature of m
choose re€ {0,...,R-1} and compute x= g’ modN get
e = H(m.x) and compute y = r+es Z(m) =(e,y)
Verification of (m,e,y)
?
e=H(m,g’v° modN)

B3 SN
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ERERHT. I EENHBEERETHBEE.
3.3 —FENERENE

N=pgisa 2%-strong-RSA modulus
g is an asymmetric basis of Z;, of order greater than 2*
Secret: s€ {0,...,5 -1}
Public: V=g " mod N

x=g modN
ref{0,..,R-1}

4———6——umilee {0,..., 2% —1)

Yy

y=r+es

o

: =¥yt
a=g?v* mod N x=g’vmod N

p=y+B
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AP kEBENA.
Al Ripeisgai
B I | 54 | BHE%
B’ IN|=102417; [p| = |q| =512}
Ord(g) 16041
HLEH k=24 | K=128
HEHESH K'=64
S| 0 () D 16801
|R| (=S| +k+k' 25603 36001
M 1244
(=15] +k+2k"
. Mult(24,168) Mult(128,168)
EERW GERE | | paq(256,192) +Add(360,296)
i 36003 (455
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