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Improved Attribute-based Encryption Scheme

SONG Wenna XIANG Guang-li LI An-kang ZHANG Yue-xin TAO Ran
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Abstract  Attribute-based encryption is suitable for one-to-many broadcast encryption environment, and is easy to im-
plement fine-grained access control, protecting the user’s privacy well, This paper summarized the development present
situation of the attribute-based encryption. Through the analysis of the security assumption of Waters scheme, Eq-BD-
HE was presented with its the random parameters satisfying certain specific relation. The improved CP-ABE encryption
scheme was implemented. The security analysis and comparative experiments show that the new scheme has better secu-

rity, reduces the number of system parameters, and improves the efficiency of encryption and decryption operations.
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