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Abstract Flooding attacks is a kind of seriously harmful DOS attack in mobile Ad Hoc networks. However, the existing
researches on security defense for flooding attacks are almost unfit for the characteristics (such as limited resource,dy-
namic topology) in Ad Hoc networks,and couldn’t keep the balance between network performance and network securi-
ty. On the basis of analysis of the inherent relations among space-time dynamic properties, network performance evalua-
tion and security threatens, a defense technology based on performance evaluation for Flooding attacks in mobile Ad
Hoc networks was presented. With the measurable system evaluation indexes for security threaten, defense income and
cost, the mechanism of making defense policies and optimizing defense performance is achieved in the proposed system.
Simulation results show that the proposed defense technology can overcome a good many drawbacks in the existing se-
curity technologies for mobile Ad Hoc networks, Consequently, the proposed technology can meet the network pro-
perties and actual application of mobile Ad Hoc networks.
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