a5 B 3 2R A M S Vol. 45 No. 3
2018 4F 3 A COMPUTER SCIENCE Mar. 2018

BIDA: ETHAEE=ZFTHHEZHEEFHERITAR

& W ¥ OBY @ ¥ o= gy
(RABHAFUHHENHFEEAFER KX 430065)
(ML B EEAESLHIVRAELAERE R RX 430065)°

H E A TAAFTEREMNGRS. ARAEAARERFANT ) 2R, R5RGAGMIL. ZH54 PO R P £
EFTHREAAELEN ALAPREACHAFBEZ LOHAEATLELE L PRERRZZLAERZI—, AEFITA
Bk mMBE DR A AT k. BRI F ERALAYS RIS LRI E, L% L3 S B EHF i, =
CALBEEHE Bl EPATEANA B IHREH TS AP EZ2— AR TEHTH M LEZLEIRETAPLS
FRFEWBEEFAP LA ETHER., ATHR.RBET AT FTIREZTWDEIZTHBELIHFTITITE —
BTDA., £ BTDA ¥ . A F ¥ BRI MR EHFHESRELETEE=F AE A EHF L LP, A
FPTABE RGBT TR EHMBEERTESE, 5. BTDARATHBEAPRETELH ARG X TS
ZFAERSBRBRA P HBAHE KR T AP EA, FHEAY, 5 B W6 8 X H3k L4 F 375 £480k,BT-
DA & A P st R et ot M ERBE S5 @A KGR,

KA A HBEBIEREFITEEZF, R RBIH

FEESES  TP393.08 XHiARIZES A DOI 10. 11896/j. issn. 1002-137X. 2018. 03. 023

BTDA :Dynamic Cloud Data Updating Audit Scheme Based on Semi-trusted Third Party

JIN Yu' CAI Chao'? HE Heng'? LI Peng'’
(College of Computer Science & Technology, Wuhan University of Science & Technology, Wuhan 430065 ,China)’

(Hubei Province Key Laboratory of Intelligent Information Processing and Real-time Industrial System, Wuhan 430065, China)?

Abstract Cloud storage has been widely used since its birth because of its convenience and low price. But compared
with the traditional system,the users in the cloud storage system lost the direct control of the data,so users are most
concerned about whether the data stored in the cloud are security, where integrity is one of the security needs. Public au-
dit is an effective way to verify the integrity of cloud data. Existing research work can not only achieve cloud data integ-
rity verification,but also support dynamic data update audit. However,such schemes also suffer from some drawbacks.,
for example, when multiple second-level file block update tasks are implemented,users need to be online for the update
audit of each task,and in this process the communication cost and the computational cost on user side are larger. On this
basis, this paper proposed BTDA,namely a semi-trusted third party dynamic cloud data update audit program. In BT-
DA, semi-trusted third party deals with update audit instead of user,so during the update audit process,the user can be
off-line, thereby reducing the communication cost and the computational cost on user side. In addition,BTDA uses data
blind and proxy re-signature technology to prevent semi-trusted third party and cloud server to obtain user sensitive da-
ta,thus protecting user privacy. Experiments show that compared with the current scheme about second-level file block
update, BTDA has a large reduction in both computation time and communication cost on user side.

Keywords Cloud storage,Data integrity, Semi-trusted third party,Second-level file block update
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Fig. 6 Relationship between the time consumed by the user

in updating the operation and the number of updates
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Fig. 7 Relationship between total time spent on an update task

and second-level file block number
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Fig. 8 Relationship between the generated communication

amount and the size of data blocks when performing an update
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