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Survey on Cognitive Domain Feature Prediction of Social Network Users
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Abstract Cognitive domain security is of primary importance in cyber space security,and cognitive domain characteris-
tic prediction is the basis of researching on cognitive domain security. This paper showed a kind of cyber space cognitive
domain safety model. Then, this paper is clear that cognitive domain characteristic prediction of social network users has
a vital role in cyber space cognitive domain security. It summarized home and abroad researches about the prediction of
social network users from three aspects: prediction process,characteristics choosing and model building. Aiming at char-
acteristics of domestic typical social network users samples, this paper pointed out the problems existing in researches,
and showed some possible thoughts and methods. At last,this paper summed up current challenges and shortages in this

field including some related problems to be solved as stress.
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Fig. 1 Prediction process of identity attribute for social network
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Table 1 Algorithms used in identity attribute prediction
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Fig. 2 Prediction process of Big-Five personality traits

for social network
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for social network

A 2 % HA Xk

WAKLE WALEH MAKR RLE% . E&EES [7.18,21-22,38]
A A ERREE R BL.ENE [1,22]

i R XA B [15.20,23-25,27]
i U R A% [28-29,33]

A RHE AL VE ) AR08 W A B 2 8BS ME B
Quercia %2138 13 43 M Twitter A9 3 FlERAE JE4T H M KA
& B T L 3 3 ZERRAE 53 01l A2 03 22 B0 O i R DL S P s A
A A BRI 2 b i K B, 1 R AT S o B ORI TR B T
B 29 Folv Ak B4 0 AT P AR T, 35 L R AE o A 4 Gl
RSB B IR R BRI SR OB B 228 BBy
B % 4 {5 8% . Bachrach 28738 i $ HU Facebook F P (1
JH B R likes B0, BB R 280 LA K 3 19 R S 40, X Face-
book F F* {9 A 6 #¢ AE E 47 WU . Ferwerda 420 3 i SR 42
113 4 Instagram F F /) 22398 I8 I8 F 15 &, I 42 BUR 08
HEAE Q6] 5 BE RN B A B A I TR B AR R SN
& AR AIE 22 T) 2 7 A DI Y L A 28 0 A% 5 IR R 9 5 8 A G
B EANEAR S E R B 5B X B 20 M DG Hk

HIASRHE FEARFEMN P A RHE B RE—-RINITH
g, ZERREDY R S O AR T OB IR M S
FRAE , AN 25 8 T SRR LR T B A Bl A B R AE L O 8 o 1
SR ) 31 g 3 ok 220 i ) A8 AT O RRAE , LRI PN
s i FSF [ 25 Ak B 155 00, o 45 SR 2% I, XL 5 s [ e 4, 0 00 A5 7Y 1
TG R = I BB AR 4 A RN ) A B A WL SR R I

WE IR Z WS IE ], R R RS 19 0 3 F
JAUAR 2 A [ A, A 30 U0 s P P A 5 I 4 ke 3R I — e So AR
BE AN A LR B IR AR S o R 5 0 P A AR
FAE . SCHRL17,25-27 155 A8 76 1 (&1 8 23 43 B P 1 1 5 RR AT
T T A 5 Schwartz S0 FF58 T N-Grams 57 15 K %
IR I T AR O R 5N 2 ] Y 06 B L I AE B S B B 5
KI5 S 2 (Differential Language Analysis, DLA) 5

TE R B [ 52 0 T RS B T 4

TE R R AT AR TR B, T 25 S o B R 0T LLiA B 8315,
AELUJE: 4 O 2 I FG o i 3R R [ ) 550600 L AR
—[a] {1, Francisco 4§ ™73 i3t ff Fl — b O BB 1) 175 2 L R
[0 5 HE J 53 10 % 2% b SCAC R AT 48 U AT LE 35 A 4328 o
F 5 E M [n] V3 VA A LR R Y E A L DA RCHE e R R 2
3R EATIRE B R RIS A TR KR .

Z TR 5 K £l o B — 4k 22 W 4% (A Facebook) T,
H R — JE A likes BO WU A PO, I B 2 B R T 5
B e AR 5 A [F) RS R BT 22 ) 119 G 3R, 0 TR AE 1 328 O3
1 T2 (9 2 SO, — Al A I KR O 2 s g i O 2
3], AR A W B R A Bl A A ) A2 ) 4% 0 Bl
AN R A0 0 B0 A P A #S . Marcin %0 R 4E Twitter
F Instagram A9 SCAS G DL K 7 B9 0 B0 26 4T AR T
FUIRG 045 AT AR B SR BRI IR, WS,
Kseniya 5557t A 2 A4~ #1358 [ 46 43 BT P 19 86 fil AT R 48
Twitter, Foursquare 1 Instagram 3 254132 I’ % 59 548 47 A
FUNAR T, 50 e B — B R PR U AR AT LU AL S5 R B
TNAERE S IELR  T E  TON M e TT LA R 170, Wed
SOOI — S A5 B UHE 4 8 A 22 4% P Y 1 X
ARV B R AE A g T S 1) YR R AT L AH PE B — R AE 1 A
6 LN, SR BE A B i
2.3 BT
TER AL H N7 J5 T, H TR 225k A R 2~ 5 1 4] At T

WA, BAARS k K I 25 R an 3% 3 T g, L EE A B R i
B BER 53 B A A ARGy 3 R A 5 25L R G
MR BB R0 26 &, WAt 3 S5 8 X5 1L P i ACHE e AL it
AT . BUA PRI — MR 5 A 4E B M 5 A 55k 433l
HEAT NS VAT, T A VAR R BR IR B 700 e A, LB Y 25 2R
A Ortigos S50 R JHANE DUt Hr R C4. 5 kST 5 28 A48 4y
SR AT T AR, G = A I TOORS Gk B 2 7000, AR 2
KRR B2 639

F 3 NMRRAETSIAT 5T v 1 0 ik

Table 3 Algorithms used in personality traits prediction
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X i Fa g% HAEEA R b PR S
[25] Twitter LR,MLP,RF100,SVM HHEE,XKRE A Rk A AUC % 0.736
[30] Internet 7’ KA ESEESS PHI & B 42 Bk A WHE K 60Y%
[12] FOR A ZHEHENH RO SCL90 & A MAE % 0.61
[45] Reddit R % iEERAE A T MRS R K A 5 A 16 A 7 4 B Ja] #L
[46] Twitter SVM, MaxEnt & RS WH R K 82.3%
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