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PCA-AKM Algorithm and Its Application in Intrusion Detection System
NIU Lei SUN Zhong-lin

(College of Computer Science and Engineering, Shandong University of Science and Technology,Qingdao,Shandong 266590, China)
Abstract The initial clustering center is the point or object selected for the first time in the clustering process. Aiming
at the instability of clustering results in traditional K-means algorithm caused by choosing the initial clustering centers
randomly, the PCA-AKM algorithm was proposed. The algorithm uses the principal component analysis to extract the
main components of the data set to achieve data dimensionality reduction,and then uses the self-defined indicators Dw
to choose the initial clustering centers,avoiding the clustering center local optimum. Comparison with the K-means algo-
rithm on the UCI data set proves that the clustering stability of the PCA-AKM algorithm is higher than that of K-
means. Experiment proves that the algorithm has high detection rate and low false detection rate on KDD CUP99 data

set when it is used to simulate intrusion detection,and the algorithm can improve the accuracy of intrusion detection ef-

fectively.
Keywords K-means algorithm.,Principal component analysis. Dw, Intrusion detection
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Table 1 Comparison of initial clustering center
5 K-means 3 PCA-AKM
TV Tase RAE/N WBEN RRE/Y%

1 73,88,144 56.33 57,10,128 88.33
2 50,20,119 80. 25 57,10,128 88.33
3 11,20,8 63.21 57.10.128 88.33
4 99,27,64 83.66 57,10,128 88.33
5 41,8,130 82.34 57,10,128 88.33
6 67,10,121 85.77 57,10,128 88.33
7 3,88,14 79.21 57,10,128 88.33
8 54,72,68 84.58 57,10,128 88.33
9 36.80.,101 82.71 57,10,128 88.33
10 124,47,138 81.75 57,10,128 88.33
F 38 — 77.98 — 88.33
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Table 2 Comparison results of clustering accuracy/ %
RERE
AR & PCA-AKM KNE-KM QMC-KM CFSFDP-KM
HIG LOW AVG HIG LOW AVG HIG LOW AVG HIG LOW AVG
yeast 79.54 79.54 79. 54 78.66 71.23 74.63 71.23 70.23 70.75 69.11 61.28 67.53
abalone 82.13 82.13 82.13 80. 19 73.22 76.22 82.13 78.21 81.25 68.82 65.70 67.13
magic 79.27 79.27 79.27 72.29 69. 31 71.81 79.21 75.11 77.84 77.27 70. 34 75.19
skin 83.61 83.61 83.61 81.71 71.19 76.29 80.91 80.21 80. 65 73.22 69.01 72.12
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Table 4 Comparison of time performance

g% PATHE /s FHRBRUE/ N FHERE/X
K-means 273.3 79.24 8.23
NPSO-AKM 251.7 87.14 2.53
PCA-AKM 198. 2 93. 31 1. 30
AFS-KM 360. 1 93. 27 4.75
PSO-based K-mean 215.3 82.34 7.28
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