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Abstract With the development of reverse engineering, the software industry has suffered a great loss from the soft-
ware piracy and malicious attack for a long time. Code obfuscation techniques which can hide specific function of a pro-
gram from malicious analysis for malware is thus frequently employed to mitigate this risk. However.most of the exis-
ting obfuscation methods are language embedded and depend on the target architecture, this paper proposed a method of
compile-time obfuscation,and further presented a prototype implementedation based on the LLLVM compiler infrastruc-

ture. Furthermore, this paper implemented a mimic security defence system which is free from malicious attack with the

software diversity method.
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Table 1 Construction of dynamic opaque predicate

A B E R
/i1=alloca i32 %1=alloca i32
/z=alloca i32 %2=alloca i32
/i3 =alloca i32 %3=alloca i32
store i32 Yfa.i32 * )51 store 132 %a,i32 % %1
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%Var = alloca i32
store 132 810422, i32* % Var
br label %switchBB

¥

_%ll = load i32* %2, align 4 switchBB:

%ul2 = xor i32 %11, 1 [—-"\, YeswitchVarl = load i32* %Var
store 132 %12, i32* %1 v switch 132 %aswitchVarl |
_br label %16 132 810422, label %asplitedBR

132 -897554, label %osplitedBB1
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%19 = load i32* %2, align 4 r'y [
store 132 -897554, 132* % Var
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; <label=:splitedBB1
%20 = xor 132 %11, 1
store 132 -193881, i32* % Var
br label “aswitchBB

; <label=:splitedBB2
store 132 %012, i32* %1
store 132 462716, 132* % Var
br label %switchBB
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Table 2 Substitution of equivalent instruction
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Table 3 Impact of obfuscation on performance for various

cryptographic algorithms

5% E3iR ] B E )/ %
MD5 448247k 437840k 2.32
RC4 672466k 661727k 1.59
AES128-CBC 91072k 88672k 2.63
SHA256 178547k 175045k 1.96
DES-CBC 69281k 66669k 3.37
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int function(int a, int b){

int cmp = 4;
if(a > cmp)

return a’ 15

else

return b 2;
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(b)After
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Fig. 4 Changing of control flow before and after function()
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Table 4 Example of side effect of code
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Table 5 The number of bugs defended by mimic system based

on obfuscation

VRSN H 2 R R H % K
Nginx 20 3 3(100%)
Apache 33 4 3(75%)
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