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ABAC Static Policy Conflict and Redundancy Detection Algorithm Based on Mask Key
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Abstract A static policy conflict detection algorithm based on ordered attribute set and binary mask key was proposed.
The algorithm can detect all of the static policy conflicts and redundancy in attribute-based access control model. Com-
pared with the typical violence algorithm and the attribute segmentation algorithm, the proposed algorithm can reduce

the time complexity and space complexity. Furthermore,it supports adding and removing attributes from set. New algo-

rithm can meet the requirements of modern complex network environments.
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Table 2 Results of experiment 1

K 20

N 1000 2500 5000 7500 10000

M 10,14
A Conflict 335 1378 3344 5688 7872

Time 171 880 2647 4423 6997

Conflict 0 0 0 0 0
b Time 64 517 4003 13659 30193
. Conflict 335 1378 3344 5688 7872
¢ Time 55 234 649 1029 1458
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16~20(80% ~100 ) AN E M. SEE 45 Rk 3 s,
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Table 3 Results of experiment 2
K 20
N 5000
M 4,8 10,14 16,20
Conflict 4978 3330 3
Time 75 2381 11016
Conflict 0 0 0
Time 3256 3492 3235
Conflict 4978 3330 3
Time 72 525 554

SCHS 3 MG AR 5000, JEPEAE N4 HIA 10,20.40 B
Pk B SR I AU  50% ~T0% By J@ ML B PE R 5~7,10~
14,20~28 LY 45 R 4N 3k 4 g,
F4 o S 3 MGER

Table 4 Results of experiment 3

K 10 20 140

N 5000

M 5,7 10,14 20,28
A Conflict 1895 3369 131

Time 100 2374 17254

Conflict 15 0 0
b Time 20006 3322 1085
. Conflict 4895 3369 131
¢ Time 87 523 1440
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Fig. 3 Relationship between the number of strategies and

time consuming

ARSCHR Y C B3R 3 50 04 oh 28 B i T I8 7 ] B IS B0
THERES AR B BA RS E. scEk[17 )5
T BRAEMI R 85U A4 . I BAEBEKEAS S 1
BOLE D,

1000k
SO0}

v oo e NI

1000 2500 5000

Ba  Ho

K4 SR ECE S b B R R
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// B A 4k A
++1i;
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}
else
{
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return false;

}
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else
i+t

}
return trues;
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Keys[i] | (_Keys[i] & _Keys[j]) == _Keys[j]) &&
Conflict(_Pol[i], Pol[j]D
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_Pol[i]. IsWrite == _Pol[j]. IsWrite &&. Pol[i]. Is-
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0 &.&. Conlflict(_Pol[i], Pol[jD
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