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Authentication Method Synthesizing Multi-factors for Web Browsing Behavior
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Abstract In the process of electronic trades, users trade through the PC browser. Due to the threats of phishing sites
and other hacking way, there is a failure risk in the traditional account-password-authentication mode. The existing
methods of user Web-browsing-authentication mainly aim at authenticating one aspect of the user’s behaviors. For a
large number of users,if the authentication is done only from the single aspect,it is difficult to distinguish the features
among similar users,which will result in authentication invalidation. Based on the sequence behavior of user browsing
Web, the behavior of hyperlink usage and browser manipulation,a authentication method synthesizing multi-factors was

proposed by using the machine learning method. The experimental results show that this method achieves more than

90% detection rate under a certain false positive rate.
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