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Abstract The eclipse attack against the blockchain has the characteristics of concurrency and concealment, and often
relies on multi-node to collaboratively complete the attack of monopolizing victim’s network connections. Correspon-
dingly,the computer immune system has the characteristics of distribution,self-learning and strong adaptive ability. To
detect whether the blockchain suffers from eclipse attacks, this paper proposed a new immunity based model to detect
eclipse attacks on blockchain. At the same time. this paper established the architecture of the detection model.and pre-
sented the formal definitions of each element and the execution processes of each module in this model. The simulated

experiments were carried out according to the proposed detection model. The experimental results show higher accuracy

and efficiency of this model.
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Fig. 1 Security threat adaptive perception model
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