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Abstract As the value of Bitcoin continuously rises, the blockchain technology applied behind it has promptly drawn
widespread attention throughout the world.,and it has also attracted the attention of governments at the same time. In
particular,some countries,represented by the United States,under the support of the governments and the power insti-
tutions, have begun to try to apply this technology in various aspects,including the construction of specific information
platforms, the operation of equipment supplies,and the control of systems. They think that the features including distri-
bution, traceability and difficult tampering,etc of this technology could give full play to advantages of many aspects such
as anonymous data collection,data integrity verification,interconnected communication of intelligent equipments,etc. In
the meantime, the government institutions of many countries still maintain a cautious attitude towards the application of
blockchain technology and they think that this technology is still faced with lots of problems including security and the
universality of application, etc. Through the introduction and analysis of applications of the blockchain technology of
government departments,the challenges confronted by current blockchain technology in the applications of government
departments were pointed out. Lastly,for these problems, corresponding solutions were brought forward through com-
bing the existing work in the academic field.

Keywords Blockchain. Non-financial applications., Applications in government department, Security , Challenges

_— ZAU . ARRTERENIE R EAN, KREHR T LA 7%
MR 22, IXHRBE BOR A Bl LU R 0 40 A X0 LT e
W LU RR T B A 4 7 58 55 T 3 B 45 2 B Tk IX e e #ﬂ”“%ﬂﬁ%%ﬂt”’”""@ﬁ jﬁ*lﬂfﬂfx\\/rimﬁﬂﬁ{il‘ifﬂlf

U E SRS o ST NN I P IR A PN ] FRERE N R O VW § v W = & L Y
J‘Cifv,\f“%yxﬂﬂﬂﬂﬁﬁﬁﬁﬂﬁx&? RS MR Y R ER AR WX R U MR %lﬂﬁlﬂ?ﬁﬁkT’\%
DUBEST IR SURCAIE GRS RS R B S EmR R, HET, LSS D i 0 R EOR [ © 2 T IR 75 BUR

il

FI RS A .2017-12-04 3R H I .2018-01-10 AR SRR R 2R Bl R TR S S 3 T RO g 4 R B R A (2013D09) B Bl

£ BAQ1990—), I B+ 4, CCF & bt , EZMFF 5 1] Jy KB BEB A MY R L DX Hedik R 48 Pk B LK , E-mail : mu571 @ sina. com; i# £LiK (1968 —),
T P A T IW, B SE 05 0] S S A Y 45 BT A I 4% IR R 4544 , E-mail : thb@ ndsc. com. en GEFVE# ) ; B BH (1966 —) . 5, H %,
A F 0 CCF 23 54, R ZBEGE 5 1] N % 05 2 B BH % TH S DR R A5 M I 4540 & X B i 435 (1984—), 53 1l R, 3= W 5% O 1)
A2 K 5G M4,



2 BBl R

2018 4F

AU HUAG v 22 30 T X R G £ AR b i — e i B 2
It JE . 5 IR 475 48 A 8 23 T 8% I T4 AR AT BE A A /Y
e ) RS

A SCHE A X HREE 1 H AR R AE X AR 4 Rl 45U CRE 512 B AT
BOR AR ]2 28 TT U S B9 L5 20 #EAT T 08T L R BT T R
K AT REM B K R TT 1]

2 AFSREGUHMN AP RRERAR

X MR AR e P T LR T ———Fh P2P 24 T Y
o e mt . B EGRR R A 0T B T R R R
B R AN A T RS B0 R T UK 33X 08 AR R TR AT
A RATAE AT & 0 X B 7T LA TE 35040 A7 3IF A0 4504 o8 %
PR 56 45 5 T AR A AL g e UYL BT, T R AR Y Bk
P43, I S AR NI L BE T L s M P AT I R B R 2
Hr A LA H R B R P A AR U SR A R SR A Al
SR FE b ] B R i X HeE R . TS A 3 AL
B 3 5 R AT UL

(DYt M

Y A I 4 B 4 T S PR A . BLAE T BRI i
20T LU ) 48 R AT IR I AE AR R R4 B 2 i At 8 AT
AeLs N A BRI 26 b AT AR A B m AR R s . N, M B
77 B B Bl A L IAL A R B E o e P X R R P I RS Y
AT 3l 52 300 4% e, g 4 R 1) i 3l AN (] R 1Y 3
BT PR T LA i o BELAT 0 Tk 0 R R 1 AR T A
(R, X FEM A F SR, Pk T AN RR&ESENE
AR DX Bt B AR BT LIRS 2 R 45 245 1 A2 B ol 7 16K 9 g
% 4 B it 15 1Y) A ML 2 AR AN DX 1 Aol s [T 3 5
BREA LM IR W4 1 A 0 38 5 B B Ak B AE BET LA
FRAE P 2 18] 42 77 29 52 U 91 5 A X B b 4% 1 N 45 3l Bl
AT 5 W TC AL T A= S H0 Bt 1R A0 B o f5 B S5 1 00 1Y
LB, AT fige R TR TR P RV R B A =2 [ (9 {5 A ) e

() B AFIE

Everledger j& — % M\ & X H &5 £ R 19 97 4 2 7, H = 2
Ml 55 2 ol P DX B B AR A T ) R R T A R AT R A
{1 B U e MR F TN RGN A GTIo O/ B= e 3 P R
TR B IE SR 6T BT TSR B AL A R i TR B R R 5 B
H Z IR 28 Sy ik — F 5 ok B2 BEAT BUHE B A7, B 2 R TR
ol G T T A o g RO B IR VEAT O . X RS R BEAS T T AL
WEIEX — RS O AR T AT VZ AT, R TE S BRI
N, BRI A RO B AR DG R AR B T X
JT T A UE B B (H peE 1. B b 7E A A R AT 4 g
i A e ) =8 NI 10 W N [

X AR SRR R T AR S . A A A9 TAIE —
B EF X B 7 5 T AR TR B AR KRR R IR L AR
PR R A A TS R SE 2 T T BOHE AT AR A
T R 0% A 2% 7 1 3k 7™ 5 9 IR e 3 A A F I BB B
B, I EL AT DA 39U Sk L X T RE B AY 7 O R R R
7] R B8 A7 UE 4

() BEIFIE %

B A 76 BEYT O T, X B AE B R B TR A E YT

R ENTE X e o B SR TR T . 2 B TR
NREME HAR B O WY BT 10 55 R AR 0 T e T AN 2 1 P G 2
15 I 23 S AF A L 25 A S 0 B g P o S I A T X A, AL
T LI DX 19 4 R OB % A0 A 1 TR A A 3t L DT B
Jin TG M AR 5 B4 D A SN v R 2 W, TEIX — i
Bl TR A BB 2 R R D — S A w7
BT I AR rp e R AT N AL 2R SE S A RO 18 B0y LB
1k BE 57 B it B 20 5 =7 I TJE R N B

3 RRBEAREGEIIEARHRLSE

FU AR T A0 A A R0 R ) ol o i S T R 2 A
KRG IRIE S 2 A FUR PO Pl 0 STHE AR T Y X
PR AT DU VR RN X SR BB 5 LG, X
s f A SR — A B B TR A 5 B v 0 A TR A B dE
VAR BT b 3 SR T O R Y R o L
PRAE 22 AP i e e . X T 4% [ A0 B 28 17 O i, 22 4 R it
& — VIHO R T B AT B S5 45 T AR A 3 B 1Y 6 At 2 A
Z—. BE%e BREe FELe fENL e, #RH
g RS . TR X R B — A R R X R
B (8 437 4> 2R 9 R P9 R [R) b X 35 e B 5 AT A 3R EE T
S A OB B RUHL AR S R 2 )k R — B IR R
AT BE A7 B Oh 3 £ S 2 R 80 DR AR DT 8 10 2% b ) B8 A
REAE AT AE  DXCHREERAR LUH M A A 254 38 5 42
RS S 5 Y SRR SRAE i B iy 2 R LA RO X
e G e B vy T 58 A b 0 AR R OR ) R 2 KU, TR L TR
OIS A TR AP R AT R P R T 5 T DX B 5 5 R A B AT
DA 0 AR A5 B A A 22 PR 0 R 11 1T 5 00 A% i R A7 T
AT A | S £ i e T R

4 EEBFXXRERARE N A

5 [ BOURN T Bl 27 BOR 09 48 J5 T — A8 BOR B T R I
NEJH R R A 1 2R . X HREEAE Ry — R S A IR TROR
B B R AR TG T BOM A AR, 2 [E] 2017 4R
9 19 H . X2EZSWREY T — T4 3% E 24 7000 123 5¢
B 0 [ B T SR IO R T — T A T B A
R EEDTSEAL 55 118 IE 58 B TARSR MR A — M T X
B BBz AR K At A R 128 2 AR B 9 T T R I 14 R0 4
LR A B — S50 % [ 1 g A s 2 40 1A R A A 90 255 )
SE A AR B BF SR VAL 7 H AR T DR A 2
AR AR R BIZ TS 5 E AT R BT A R 2 TAE 2
SE R AEE AR ME i, 38 [ B A K A D HILAR 7E IX B
BOART5 R W5 AR B 2T U6 1w 52 B v A e AL
4.1 HHEBHKE

2015 4F, Je [ B 6 B R SRR Ip A CTTSO 15 HH
T3 SCHF Bid3692 Hr WA 4 B T DX B B R L A AR 08 o
K EBUFBCER B J7 a0 TR 4 3¢ B 7 BB 1 IE &
IX S 152 AR BT P AT 1 B 44 PR AR AR . IX B 6 R KT n % T
B o LA 10 2 B 0 £ 8 70 P B9 22 80 AT T 1R L RO
(A5 22 4 ) B 44 38 A5 A T RE . R R E LU R T T 255 o
5 [ R A 28 B XUTT B 3 1) B 4% P e 3 o8 R L T D



552 iR

B 45 X HUBE SR AE B R 1T Y B 258 3

B 2 A HE AR AL T AR . BRI A O :UE T X R
B AR Sy FE A Y R AR R HRE TR P KRS A T
ZUAE , — A F P BE B T DA 24T B3 e k5, 9F A
i 3 K5 T R B X F P ELSE B O ME BT B A L E B R
P AN 57 3ol D 530 56 T ) B T LA AT o] B i) AT e b
SUIE T Ry 5% I BORF B AL LT £ B A B B e T 2 e TR A
FH B 0 55 AT i Bk HG Al I 5% 0% BORF B 7 BA B T 22 5
B B, 35 B UM AT LASE oF LSS I 3 B L 4 e O =X LA
LR 13X —F 5 ) £ AL R R A5 B 19 N B S AN 22 il ¢ 4 5 T A
S B AL 3 A BRAT 5 U 4 22 )R FT LA T S A0 1T A L IXCAY 3
SEST . M LR TR M B 2S5 1 SAS Hp A RO ik
AT LALE 3R IAR BB 4 0 I T 2o 5 U LA e 9 O, DA TR A 85 e £
P T EEBUFEWRNAN G HEEMARNE S, AR, X
Pl X b B 24 R PETE G 3 PR B R AL 5 2 2 ny R,
K AREAT A RAE T A B, iR R LR S
B R VT 7 A5 A8 g T A A LR T S At R o e
FE W 45 11 38 5 WU SR 1 B 00y BE 44 PEARRAE L JIEAT 2 JCGE A L
WS G R E SRS — RAVAE R 3. A ATk e R kot
JB 0 355 2y 5 ST 3B O T Y LSS B . TR AR b R A A 2
1N Y 4% B0 S5 R g T TR B Xt I E R B R — .
4.2 EFRR#EBRARNEREA

PERIESY 2017 4 5 A 25 H , REEEZ AR 5 %
2 E (ITAMCO) 5 A7 H B2 2 4K 45 25 = = By & 0 55 1 & )=
(DARPA) 155 — W% 45 1% %% 4 9 ok Sy 25 151 [ B #8 (DoD)
Bl — A R R KA X R E S T . BT AR S
1 ITAMCO BUA I T 256 37 AES fil & 5 580 fin 28 1 K
W (Crypto-Chat application) f 3l I, &5 & X BBk £ K, #2
FHEAE T &1 TAERCR Gt 5% et R EEF
B T oA Z 0 B ZE A ) P2P Y A U 2 A v 2 o
B s 4 5, SRR AT A b O 09 A% 2 i A A 8l A
FIR [ 244 A OO R 8 T 0 8 (5 (R B B ks 2 5
WAL . AR R] DLE N R R
B 515 B IR 48 R T & Lar A 2 AT A AR
P BEATE A5 . KA B BB ST FUIT & B U8 Joel Neidig #1145 . 1%
B R LU R AR i 58 AR RN RS A R 2 R A A%
bu DN N R VRS ISR el T {1 RSB ION 1  ' a sB 1
BEbAT 55 — Wy BERL/INA Al A8 19F 5% 1l (SBIR 119 7 =X 3k
A1 2T 50 3 2 5 4 1 T8 2 38 e 35 I P /N A s ol K S
T H R 5 & TAE, 2017 4E 5 A %0, 6 E £ 22 &3 A
i ABATI 13 ZE/NELA A 3R AL T 970 T3 SE TR 4 Sk
VL2 Jah At AT 76 DX M e 45 4 R J7 9 BB . SR B B WO AR
2018 4F HF I F 4R L B35 A BT RO JF & L I R0 X DR R AL AY
PEAG TAE . 55 = 9y Bo A 48 B S & D 8E /Y 58 4 590 Rl 4k
N

B 2 X B B R kR ek A7 30 OG 1 A B R AT & A
B A8 1 7 S AE B A5 N . 36 1 BRI 26 02 A BE A By X B
BARM RS S HEANREmMEER IR ERSES
— R TAEA R Z W AE BT AR %4 SR &L
PR N DL 22 18] 38 15 15 B 00 TR 1

4.3 XERGIEH

3 = = By #8 i [ B e R 5T R T AT 46 15 Bl IX i
BRI R LA B A 88 vk, I 2 g o 2 (5
BR%,

5L 58 B 2 IX M R ORI 5 36 [ BUR ALI T Y
—AHETW . 5B S BEE  BUE BT R BN S T
7] 51 A B B O, N 4 T &R G A R AR = T T
IR,

TERCF AL G b L (5 8 RS2 DL 7 808 A8 A7 4k 1 L X
T A 0 BRT LA S O 5 [ 7E A BRIV B P A B BEAT Bl i
OB E BN R EXEEMN., DARPA i HAR
2 38 2o T R T X BB B R B R Gk A T A 1Y S A e AR
W%, 31 By 1k AL B S B 2 R R AR AR . X R
B 4. 2 W E R AW HE M —,

2016 4F 9 A .DARPA [a] IT % 423 7] Galois F1 ) X £k
B R A2 H AR B Guardtime 2 ") $& 4 T — 3 #h fH 180 J1 £ CHY
AR SR g N — A T X HE SR e R MR R s, B
1, Galois 23 B 8 IA N & T2 B8 3E (Formal Verification) 17l
B s A AR T UE B R G AE BT A IS BN AR AR 0 i IR
T 5 2 AR B AH G B AR B AR A AL AT I 3 A P4 L 7 EL
i T 8E R 8 X PEAT 58 IE s Guardtime € 8 T 41 45 & 3
B (KSD L i RS0 B 788 W7 80 L B4 A S ik vl
JEMETHFESEL NSO UE . Guardtime Y B Al E 2
BT Z e WY 1T F 50 M U (= 58 I LAl Bl 1Y 22 4,
ot B 2 T X e 1 B R AT LU S50PR I ey 50 B 1Y T S
Hog et 56 EBUN A Bl o 5 F % R G A R kAT A B
Xof T ASCBOHG 2R R iR A B 6T UT LB R S . DARPA 1Y IX Bk
I H 23 Timothy Boother % £ /R0, 25 [ JC i 78 4 I}
Al R AR 2 & Bl i e e M R E W e, X h T
POR A SIS SNy S R TRk 1IN

5 HERBUGNXRERKRENA

AR D T 5 9 [ 5 [ 0 X Bk B R B9 56 3 B AR R A
JE A B T A AR S 5K, s b H b [ SR B PLR
X DX B i 452 A 9 B2 P 5 TG B AT AR B 2 Ak L AT A [] 5 T Y 2
. NAFEAREERE, M7 R m N AR E KR
M 3 F) R 25 0 7 X Bk 45 R 19 A 8 O THT AR WS B 1 o 6T a0 45
AR B IO e 7 R 2 B B
5.1 JtA—MERH#ETERERNLEA

DARPA Jf: A S M — 1E 15 22358 TR F T X M 41 R fig e
[F2) 5L P R 2H 280, AL RV ¥ A 2 2 2 (NATO) A 75 T &1 52 it
BT AR MR 5. JLA 8 7E 2016 4F 4 A E A 44
B R BRI AR R TN A SR B ST Y BOR A T R
PASZRRIb 206 45 16 4 AR L A5 L TH S P A 4R M S g
FE A C'ISR RS L B H At T T XF 19 2% 8 7 9 7 5Kk . B
e Z A L b 249 2% 1l B [t 7 5K T 22 40 A 3 A R L 1
Wi R W DL e W 55 45

TEAL 2940 SUN Y5 o5 48 P15 W0 U 0 T R RE AL 5 RO Y
LA R R A AN IE R R A BN R S B AT
FEMR T A 7= B2 A LB A A R Y A A A A R



4 BBl R

2018 4F

ARACE S A 72 )R il B AR S SR S B AT i
KR BB BT RS R W 2 S RS R AR
B85 W BT AR A8 T b R b i 0 TS 0 45 A DGR R AT 2 A AT
YR . RGN AR T B A T TE 3R A B 5E L I I 4
WAE R GG 25 LA J7 1A LSBT R0 B 4 R ik
ZH MG RN BTHCEAR S A BE, 5]
A X HEEH A, T LA £ )y I 6 2 5 M4t b i o 45 50 7T 5E
WA AT WA O W 4 R G TR AR I R B R
VA TC A5 i 22 7 T 1) B30 N 2 4 T E 5 58 a4l S TR
AT LA {5 B 22 18] ) 32 5 55 8 S n 365 5080 7 4% ik A o
BIIRT 3547 48 BEDAIE - AT A5 S50 A A 22 85 14 5 3G 47 . SR T
I A L MG I AR (R T LA T BUR AR TT A B
PG AR 8 o X HEE B AR 12 S AR B AT IR T, B
W2 7 LR AE A L R AE G A B A IR R AR F B
i R B R 3 AR AN GBS S B R 2 Y B 9 HL RS LAY
B s A B BRI L
5.2 BRFIT—3=H F X HiEr 9B M R 45

R AW AR AR ALk 1 B L (A R BUE A 5 4
FoR R 5 ERERAME AR EE SR SR SRR
WS EEKEREY ., 2017 5 6 A 3545 WG K Aegis W5
G0 1Y 5 TR G5 38 IR SR R T S A A 52 A 4 IR R I
JiF A s B SRR R I 2 E N T R AR SRR A B
A K i b 2 A T R L O AR R i B Ok B
A T IR 1 4 166 T 2R L S B A SR BB O A R B4 o R
IFRIFAT MR A b, XHEPEBIAT XSEERE AR,
P T 56 [ 0 33 T 2 5 A 845 AT R ) SIE SBORE 8 17] 0 2 8L
W L 56 T2 i 4E A0 . A BRI 4% 1 5 05 24 45 {17 7 9% o
T P T 0N W B 2R AN X HRE B R 4 R AE 4R A B R R
Gerb, F LA RE X ) £ A R 2% 4R 4E R 48 b T RE 4 0B B Y
T, kS EEAAM, FE L K REAEDL T AREYS
Guardtime AR I TAFRA LB LSRG, WA TH
— R 5 3 E BUN G 1E K X HUREH AR 98 AT & 3 B ) 2 i
HARRALRT . WK BUR X 3 T X B R ) %8 4 R 48]
BEAETE 1 19 46 22 4 s Wl 1) e /R 10 . X B i S A 18 1
T Y R G DR — ELEE AR R W Y 195 25 9K 5% I AN A
T 1 2 B UG B IR IR 45 L I UKIZ S W B X B B R
A WA BUR B 1T RS B
5.3 #®EH—I3IANNEEZE

2 T 7 IX B 1 AR 1) B R TG A 95 R M, 1
i 5 3R S B — B 7 Xt R 1 1o P T R LS
I 5 LA A 108 R < 08 Aol 45 30 0397 X AR T ok 7 0 4 P R
oA, P H Voentelecom 22 & B CEO W [ th K« 3k 4
2% F B R A TR S 0w BBk 5N K U RE R O g 68
Rz B AR 2 et 2 E . RP WA & RE A E KL
A HP R T3 R R L O SR ke b 7 B 2 B I B O & L
T 3X A~ 30 F2 7T RE K #E T 7~10 4F . Voentelecom J& % % i 1y
—FHAFA A, B AR W BUG LG B BT RAL L
PEALE (5 R 45 . Aok ] 0L, 4R 2 0 R 8RB N S 4 7E UG
TR R B X et B R E R R R AR A P BE S 7R IR A
AR R FH v 3E Sk 4 O n 2 Bk ke 4 T 8 AF 4, 1 1

A S8R 2 A
6 XER§ERARTEBATERT R A A i A ()

X B R 1Y) & R i RE R L B AR D AR L A
F UL B Aol E A % & AT 05 TN R R it DA
T HNMET LG8 7T &7 M) IZ A, HEARTEIN
P S WITLHE R 1 & R 38 R A AT SR A6 AR 2 ) B 1% A
Pl 0] g IR AR 5 OR [ 4T I A R AR S A R b, X
AN TEAT Al B 4 A DX R B AR AT 9K T I B 1 22 1) AL, 7 5
BARZ AR SRR PRI AR DB . AR5 A X HsE
AR TR HS 1T v Rz FH B T TR I A 3 A TR R A B B

(DL 2R

R TR 2 4L R R P B E Benjamin Kunz Mejri 78
2017 PEBEBRMZ RS Y SRS BA AN RS,
FEATT 4 AR B %2 2 PR AR SR AR X 1 . X L 7 AR A8 BOR R T I8 2
MR N 5 2 L SRR E R R IR, — B
B2 A Y T oK e B AR R RSO PR kR L S RO B
BEAE . PRI 2 4 ) L2 R 758 17 P 7 T 5 A o 1
[R5 HL Y 22 4 ] A I L DX B B B AR W] DR FH B 4 4
AT HG BRI AR A 5T

X P AR A0 5 SR ML % L VR A R4 A 1
REH LAY WA R GE W LK 38 55 05 B X 45 A A B ik
THEBE . ERMAGEZEH. HIb. X a2 484 v B
ok i BUR 4 B sh By oA AT REk B R g8 N BT T
FEAE R B B . A0, AN 52 38 1Y 0 25 58 1k AT R Al ok & A TR
T T IR Y A RUPL R T B 4 i R G S B 20 M R A
G . i TTERL SR T 40 A M AR ] 5 5 35 5T
VLAE A o] b o %5 DX R T A 250808 20 A7 W W R 32 B, BT b T
23 R R BRI ER s WA AT RE S il T 4% AR E G Y
LT BOHUHR W e IR B A TR D AR B TE M 4% A5 4%

A X X L AR AR 9 1 5 A BRI A RS Z Y
PR MEITAL 5 AE , B BT A % TR B 38, 76 I i 2
R 3 T 34 sk = DB B b o R B . BAR R E BRI S
Galois 22 B 7E15 BOF & 0 FF & b B b 47 7 & 48 21 B A7
ST o AL ATY IR D BB AL AL B 2 8% 1T X e 28 i 55 i AT
AREE . B BT AT Rk 7E BT &R BUN
BRI RN — S A4 TR AT Al B DX B B B R R A i AR kR R AR M
e

(2) 3 HI AU L 5 R 5 VR L T AR 45 43

TE Al B AR S U8, HATC & 9F R T A X Pt
BT ™ & BUR LA 8 T & 3 F R & 72 JF 8 HoA
A7 0 45 e 1) SRR R A IO P ST b 7 2 O 1 B AR R X A L
BRI

B B 5 K B4 X B e oF R A XA 5 DK BT R A g ik
ARSI TG AN G il E 2 ATl Y X B RE R R
HEMfFERkn It e sl T AL RIS . ke
5 3 e i J 5 Ay T Y I T U AR A A RURE A A 8
SN B T & A B A AT 2 A R [, 3 EL BB 48 AE R
FH A Ra e vy AR 8] — E B AR BEC ), H R BN S
R I R R 1 IO DA 45 6 AR O AR TR R AR IR AR UR] . 2%



552 iR

B 45 X HUBE SR AE B R 1T Y B 258 5

B B AL WU TE S Al & R Bl AR R S 2 Al A
ORI (3: 5PN /A I [ DG VAN R 1T A/ N o 7 el R 6 28
IR EAEZN TENRAATE., Ik, — ST 3 B A1
3 B9 R FH BT 308 AR A B 2 A AL 5 T EL BTE OE R D i
2 B AL AT A (A 2R Xl 2 R A P HE AT 42 5 T A I A
R L 12 47 1] B A E EL Y RE T RE SN 0GR 114 R 7™ it AR M8
B WA UL T E A A BUR 5 4l 5 45 7R 8 5
— ek e R MBI A .

(3) R SCAF B A 1) 17 %

FIAT DXCHRCEE 11 S e A B8 e 77 i B9 KO 28 ) 2 O 3C
A B SO B RS AR IRAR R . B TR R W7 e L B
IF B TE I 23 v A F 69 SO B A oo 7 e 2 R L R AU AY
JR BR T SCASHUIR R ok B 2 B T RE 2 LSRR o AR R £
IR TR AL (FLK B SO S T o A s T K T I X R
HE R GLAEH T ARMESE WA . i, AR Y BARTE SIS BT
VL AT WA SC A 9 A7t 1B IR A S 35 ROl Scf 43 BT 43 i 3
S0 A (L BB 2 77 A A B AR X RO 9 AR e L
PA F ETH RBE AR S HOR T B p B e , I AN 6 S MR

7 XRFENARE

B 25 X B i AR 7 T 890 D 0 490 R 0 14 2 R L
GBI AE B 2. (AR SCRT IR L T B KR 0 R 5
S A A R T LG 0 5 T A S 5 R R 1 B 25 4 1
SRR AR % 1 ATl 1 R R L B 5 2 HE B 1R
T, BFXF G X B AR 7 15 BORE T4 5545 A5 4 0 3o o
P I 0 0 A 2 HE 1 R T B0 67

COFE R8T — B R Al o A A0 5 7 (71T X e
R i [0 B SR B 77 AR o 0 4 35 0 0 5 i . T A
Sf X ST P B 77 1 A PR R 3 135 5 000 56 I W 5
— AR SR B 0 3 [ BRI £ P A b AT
B o MY o 035 A 5 055 805 50 4 43 88 0 7 %L T LA TE
B0 e 135 8,2 55 035 58,06 W3 A A5 2603 W9 OF i SR A
BT ot 5 5 T2 4 155 0,965 252 B 0 L T LA 7 0 2 o 0 3
F iy DT 96 T T R 2 O £ o, oK ok T LA 4 R
F) 3R S R T 0 590 B 50 WL A 3 B L RO 5
FEC X6 - 6 B0 AT 4 B8 TS 1 A 38 i % L E
7 2k (B 2 B UGB XA BT DL A T 3 0
S B AR TR 5 R G Atk TR 76 T B
DT A BB 0 5 G AT 4 K I [ 0 R Ot
SR 2 AT A ) B T e A 1 2% 0 XL ) B 1

BT 02 SR IR 6] 3 4 %5 T B3R R B Y IX gt B
RAC BT 3. X S 0 3 W) M A R B 135 03
TR MRG0 77 Ml P P I R L A O B8 I T 2 4 o S
F % 4 W A T 36 A G Al AR S B U A I S
A 00155 00 T 0 VWD X L 4 £
B 2 % 7 6 B B0 T R BLH 41 9% AR 75 219 2 o A A
SN BT AR S A, PRI X B AT 4R A B
4 60 A5 BB 4 53 4 L b T Al 2 A X Ml R 7 i

U R 22—

(2) DX P 57 AR 1 88 AR IF 45 [ B0 AN ABURU AL A 11 32
FrS5EA . REFHAAT M, BORM: 76 0 45 BUF 31T N 1
— B4 P AN ] D R A3 B T R T A I 2 ) B
FALA P HEE SR AL, 7E R AR T L8 PR 0 I S A
T LA AR 6 T Ml U 0 ) 8 ) L 7E 58 35 4 A 5 A 1 i K 4R
A SO AR T O B 1Y I 1 T X R B B B X
B AL g % 36k 20 5 52 TF 2% 3t A 1) 96 IR 5 s ) 4 YR 2, T LB
g ARIE R GE AR E M R, 38 B ] [ 3 X v /s 2 i ol 42 it
B 4 S RE 5 BTl 0 AR (A5 A [ 5 S L R B TR
Es e NITREERORE PR O B Ul 0 A/ e (S iz W R LT
M B B 9T BRI L BT SR R AT Ll ) X e R A s
Bl H

H I8 17 7 — S8 R 45 51 52 41 96 TE A9 # AR (o 5 B 4
AR 4 55 LK B A8 Gk A T H 4 X He i B A R R 53 4t
DX AE N AS /0 21 80 AILAE L2 38 A X AT 9T, 45 A 42
H T4 AW f R RS T, E BUR R TR R P A
MHTC A WO L B R R (9 5 R SR O X B 7 % 4
R A2 A AR o R R D ) 2 — R L 2 RO R
ST I B A T S ) O A B R G R I R AT AR g b G
A TR J5 S 1) RN AL A 22 T8 A T SR B 2T LA AR A Bk
W 2 ) A 3 i T ok . i e AR B R BT IR B R L B AR IR AR
PR 22 b B A R Y R R AT B b A R W T AR
RS FBE R . B e FEE THRMIAET, L%
ML B % 308 1 320 7 45 T 45 T BV B JC 1R 2 48 R 2 3 17 - 15
KA BRI O A BL R B I A 22 IA) PR 22 4 £ 8
h K e SE SR BUR ST AT 55 B SRR ARz — . 7EfR B AT g
N X e i 5 e R AR T RE X BRAE B 1R A BT R S
s U phiy . NN G, M T AR BOM B 1] o 2 A b5 iR
T A R S AR A O L B O T 45 B R AR
HEHALRATREMATSY I S W FEKEEF L
T A C B E SO Rk LR T 8 B B e i X B
BEF AR TR EPERAE LR AGH TRIE. EETW
JIA AR T BE H BT — 48 04 28 4 B A8 5 ok n) B, 4 fuf X
X P 7 T 24 R T Ok ) 2 4 I R BT A B BN S
FAL B BTN H IR S e,

(3D FE RSO B U8 1 A7 5 TG, & 2 4R A TPFS
XS — A4 HTTP Bl
RIB R %E . 4R HTTP Hhil, M x5 & IR 55 4 LA 543
PEEAT AT FRB T 50 A A R A S IR S5 AR Y TP Mok
SR P L IR 55 45 25 U IR ST BT AR Y B 4R T IPFS 2 4R 1Y
SN A . TE IPFS 45, A7 5 30 PiE— 1 1 75 4
G, B SO — A ME— 1 W A5 48 B0 S D BN 2 A
Yo )5 FAEA T 71 S0 A (85 SO A A (8 B A 3L 19 241
o B SCART 8 S SO I A (R E T AR £ B i (]
BB AR B A SO T S MR A vk R O X
AT AT R0 o 00 46515 RO BEL 28 . Pl DX B T 2 4 T 91 L Y
RO B R T R E RS Z BRG], H A KE A

(Inter Planetary File System)™",



6 i BN R

2018 4F

TR KB SO, [E oA P2P W 45 25 #4 B9 TPFS M %%, 7T Lok
IX P Z2 G fifk D S A7 it IR) 4R 0 228 O 42 AE 2B N
L AT DATE X B T A7 SCPR A A (B, T AT LLE S &
Ju TR SCAF R A A A AT A R 2 R TR A IPES M 4% 3k
B M S

GERIE X ROR LA 2 TR W R ) B A
PSR T 2 EBURF T2 36T . L3S B BUR 1Rt 7R
B E O A E TP A T2 X B R R Dy i 223, (H [
P, T 1 2 R 22 2 1 R A [ 8, TG mp A i 2 4 £ 4% i) AL L B
WAES W R B, & EBURES]A X HUEE B R 1Y A A
L 7E 2 i D B R BT I B R PR . B A RTE A 22K
AT LA DX HUE £ R 7R BOR R 1A — e R Sk A 5 T 1
B9 L 28 18] 5 B R R TR ), R Sk 19 & TR BUR AR 1]
TE 30 S HE 5 WA ) BE A [, %k X B g AR kAT HAT ATl
£ 1 IO I S ST R M 7 R 40T 3R A A 2 1) B R A T 3 1
BEIE I AR R LASR I B A7l A 0 0 FH 9 2 A P S AR T

2 % X M

[1] ANTONOPOULOS A M. Mastering Bitcoin[ M]. USA:0’
Reilly Media.2014.

[2] Wikipedia. Blockchain (database) [EB/OLJ. [2017-10-3]. ht-
tps://en. wikipedia. org/wiki/ Blockchain_(database).

[3] GERVAIS A,RITZDORF H,KARAME G O,et al. Tampering
with the Delivery of Blocks and Transactions in Bitcoin[ C] Va
ACM Sigsac Conference on Computer and Communications Se-
curity. New York: ACM,2015:692-705.

[4] PORRU S,PINNA A,MARCHESI M, et al. Blockchain-Orien-
ted Software Engineering: Challenges and New Directions [C]//
International Conference on Software Engineering Companion.
Piscataway,NJ . IEEE Press,2017:169-171.

[5] CHRISTIDIS K,DEVETSIKIOTIS M. Blockchains and Smart
Contracts for the Internet of Things[J]. IEEE Access,2016,4:
2292-2303.

[6] KYPRIOTAKI K N,ZAMANI E D,GIAGLIS G M. From Bitc-
oin to Decentralized Autonomous Corporations: Extending the
Application Scope of Decentralized Peer-to-Peer Networks and
Blockchains [ C] // Proceedings of the 17th International Confe-
rence on Enterprise Information Systems(ICEIS2015). Barcelo-
na,2015:284-290.

[7] NEISSE R,STERI G,NAI-FOVINO 1. A Blockchain-based Ap-
proach for Data Accountability and Provenance Tracking[ EB/
OL].[2017-6-14]. https://arxiv. org/ abs/1706. 04507.

[8] SZYDLO M. Merkle Tree Traversal in Log Space and Time[]].
Lecture Notes in Computer Science,2004,3027:541-554.

[97 WOLRICH G M, YAP K S,GUILFORD ] D,et al. Instruction
set for message scheduling of SHA256 algorithm:US8838997B2
[P].2012-09-28.

[10] HABER S,STORNETTA W S. How to time-stamp a digital

document [J]. Journal of Cryptology.1991,3(2):99-111.

[11] BAYER D,HABER D,STORNETTA W S. Improving the Effi-

[12]

[13]

[14]

[15]
[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

ciency and Reliability of Digital Time-Stamping [M] // Se-
quences II: Methods in Communication, Security, and Computer
Science. New York: Springer. 1993:329-334.

A Bk B X HRE IR 8 5 6 DML e st AL ol i
JiE#t 2017 :34-62.

KRAFT D. Difficulty control for blockchain-based consensus
systems[ J ]. Peer-to-Peer Networking and Applications,2016,
9(2):397-413.

NAKAMOTO S. Bitcoin: A Peer-to-Peer Electronic Cash Sys-
tem[ EB/OL]. [2008-11-1]. https:// bitcoin. org/bitcoin. pdf.
R3. About R3[OL]. http://www. r3cev. com/about.

ZYSKIND G,NATHAN O,PENTLAND A S. Decentralizing
Privacy: Using Blockchain to Protect Personal Datal C] // Pro-
ceedings of the 2015 IEEE Security and Privacy Workshops
(SPW 2015). San Jose,CA:IEEE,2015:180-184.

SWAN M. Blockchain Thinking: The Brain as a Decentralized
Autonomous Corporation [ J ]. IEEE Technology and Society
Magazine,2015,34(4) :41-52.

BOGNER A,CHANSON M,MEEUW A. A Decentralised Sha-
ring App running a Smart Contract on the Ethereum Blockchain
[c] //Proceeding of ACM International Conference on the Inter-
net of Things. New York: ACM,2016:177-178.

KIM K J,HONG S P. Study on Rule-based Data Protection Sys-
tem Using Blockchain in P2P Distributed Networks[ ] ]. Interna-
tional Journal of Security and Its Applications, 2016, 11(10):
201-210.

KOSBA A, MILLER A, SHI E, et al. Hawk: The blockchain
model of cryptography and privacy-preserving smart contracts
[C] // Symposium on Security and Privacy. New York: IEEE
Computer Society 2016 :839-858.

LAMPORT L. Time,Clocks,and the Ordering of Events in a
Distributed System [ ] ]. Communications of the ACM,1978,
21(7):558-565.

MERKLE R C. Protocols for Public Key Cryptosystems[ C] //
IEEE Symposium on Security and Privacy. New York: IEEE
Computer Society,1980:122-133.

MERKLE R C. A Digital Signature Based on a Conventional En-
cryption Function [ C]// Conference on Advances in Cryptology-
crypto,1987:369-378.

PEASE M, SHOSTAK R.LAMPORT L. Reaching Agreement
in the Presence of Faults[J]. Journal of the ACM,1980,27(2)
228-234.

FISCHER M J,LYNCH N A,PATERSON M S. Impossibility
of Distributed Consensus with One Faulty Process[]]. Journal
of the ACM,1985,32(2):374-382.

CASTRO M,LISKOV B. Practical Byzantine Fault Tolerance
[C]// Proceedings of the 3™ USENIX Symposium on Operating
Systems Design and Implementation. Berkeley: USENIX Associa-
tion,1999:173-186.

VUKOLIC M. The Quest for Scalable Blockchain Fabric: Proof-
of-Work vs. BFT Replication[ C] // International Federation for

Information Processing. New York: Springer International Pub-



552 iR

B 45 X HUBE SR AE B R 1T Y B 258 7

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[36]

[37]

[38]

[39]

lishing,2016:112-125.

BAILIS P,FEKETE A,FRANKLIN M J,et al. Coordination
Avoidance in Database Systems[ ] ]. Proceedings of the VLDB
Endowment,2014,8(3) :185-196.

WILKINSON S,BOSHEVSKI T.BRANDOFF ], et al. Storj: A
Peer-to-Peer Cloud Storage Network (V0. 2) [ EB/OL]. [2016-
11-157. https://storj. io/storj. pdf.

HARI A, LAKSHMAN T V. The Internet Blockchain: A Dis-
tributed, Tamper-Resistant Transaction Framework for the In-
ternet[ C] // ACM Workshop on Hot Topics in Networks. New
York: ACM,2016:204-210.

CORBETT J C,DEAN J,EPSTEIN M, et al. Spanner: Google’s
globally-distributed database[ C] // Usenix Conference on Oper-
ating Systems Design and Implementation. Berkeley: USENIX
Association,2012:251-264.

HIGGINS S. $ 700 Billion Senate Defense Bill Calls for Block-
chain Cybersecurity Study [ EB/OL]. [ 2017-9-19 ]. https://
coindesk.com/700-billion-senate-defense-bill-calls-blockchain-cy-
bersecurity-study.

KOKORISKOGIAS E,JOVANOVIC P,GAILLY N,et al. En-
hancing Bitcoin Security and Performance with Strong Consis-
tency via Collective Signing[ J]. Applied Methematical Model-
ling,2016,37(8) :5723-5742.

CUMMINGS D. Blockchain Messaging App Under Development
For The US Military [ EB/OL]. [2017-5-27 . https://www.
ethnews. com/blockchain-messaging-app-under-development-for-
the-us-military.

RUUBEL M. Guardtime Federal and Galois Awarded DARPA
Contract to Formally Verify Blockchain-Based Integrity Monito-
ring System [ EB/OL]. [2016-9-13]. https://guardtime. com/
blog/galois-and-guardtime-federal-awarded-1-8m-darpa-contract-
to-formally-verify-blockchain-based-inte.

Industry Relations. NCI Agency innovation challenge[ EB/OL].
[2016-4-25]. https://www. ncia. nato. int/NewsRoom/Pages/
160425_Innovation. aspx.

NATOLI C,GRAMOLI V. The Balance Attack or Why Forka-
ble Blockchains Are I1I-Suited for Consortium[ C]J//47th Annual
IEEE/IFIP International Conference on Dependable Systems
and Networks (DSN). Denver:IEEE Press,2017:579-590.

LI W T,SFORZIN A,FEDOROYV S, et al. Towards Scalable and
Private Industrial Blockchains[ C]// ACM Workshop on Block-
chain. New York: ACM,2017.:9-14.

EYAL I,SIRER E G. Majority is not Enough: Bitcoin Mining is
Vulnerable[ C]// Proceedings of 18 International Conference on
Financial Cryptography and Data Security. Berlin: Springer,
2014:436-454.

[40]

[41]

[42]

[43]

[44]

[46]

[45]

[47]

[48]

[49]

[50]

[54]

LEWENBERG Y,SOMPOLINSKY Y,ZOHAR A. Inclusve
Blockchain Protocols [[J]. Financial Cryptography and Data Se-
curity,2015,8975:528-547.

EYAL I,GENCER A E,SIRER E G,et al. Bitcoin-NG: A Scala-
ble Blockchain Protocol [C]// Proceedings of the 13th USENIX
Conference on Networked Systems Design and Implementation.
Berkeley: USENIX Association,2016:45-59.

KARAME G. On the Security and Scalability of Bitcoin’s Block-
chain[ C] // 2016 ACM Sigsac Conference on Computer and
Communications Security. New York: ACM,2016:1861-1862.
GERVAIS A,KALAME G O, WUST K,et al. On the Security
and Performance of Proof of Work Blockchains[ C]// ACM Sig-
sac Conference on Computer and Communications Security. New
York: ACM,2016:3-16.

YUAN C,XU M X,SI X M. Research on a New Signature
Scheme on Blockchain[ ] ]. Security and Communication Net-
works,2017(2017) : 1-10.

Welcome to Hyperledger Fabric[ EB/OL]. (2017-10-15). https://
hyperledger-fabric.readthedocs.io/en/release.

BUTERIN V. Ethereum:A Next Generation Smart Contract
and Decentralized Application Platform [ EB/OL J. https://
github. com/ethereum/wiki/wiki/ White-Paper.
HYPERLEDGER. About the Hyperledger Project EB/OL]. ht-
tps://hyperledger. org/about.

HYPERLEDGER. Projects EB/OL]. https://hyperledger. org/
community/projects.

DINH T T A.WANG J,CHEN G.et al. BLOCKBENCH:A
Framework for Analyzing Private Blockchains[ C] /2017 ACM
International Conference on Management of Data. New York:
ACM,2017:1085-1100.

COOPER B F,SILBERSTEIN A, TAM E,et al. Benchmarking
cloud serving systems with YCSB[C] // ACM symposium on
Cloud Computing. New York: ACM,2010:143-154.
AI-BASSAM M. SCPKI: A Smart Contract-based PKI and Iden-
tity System[ CJ // ACM Workshop on Blockchain. New York:
ACM.,2017:35-40.

BACK A,CORALLO M,DASHJR L.,et al. Enabling blockchain
innovations with pegged sidechains{ EB/OLJ. [2014-10-22]. ht-
tp://blockstream. com/sidechains. pdf.

WANG H.CEN Y,LI X.Blockchain Router: A Cross-Chain
Communication Protocol[ C] // International Conference on In-
formatics, Environment, Energy and Applications. New York:
ACM,2017:94-97.

BENET ]J. IPFS-Content Addressed, Versioned, P2P File System
[EB/OL . [ 2014-7-14 ]. https://ipfs. io/ipfs/QmR7GSQM
93Cx5eAgbabyRzNdel FQv7ul.6X104k7zrJa3l.X/ipfs. draft. pdf.



