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Fast Scalar Multiplication with Resistance Against SPA Attacks

LI Zhong
(School of Computer & Information Engineering, Yibin University, Yibin 644000,China}

Abstract Scalar multiplication is considered as one of the fundamental and time-consuming operation in elliptic curve
cryptosystem( ECC), The performance and security of ECC deeply depend on the efficiency and security of scalar multi-
plication. A new scalar multiplication algorithm with resistance against simple power analysis(SPA) attacks based on
norradjacent form{ NAF) representation was designed, The algorithm processing more than one bit of NAF(E) in each
iteration,eliminated the energy consumption difference of each iteration.achieved the goal of resistance against SPA at-
tacks, The analysis results show that the efficiency of the algorithm has a substantial improvement compared with the
previous research, At the same time, the algorithm does not depend on any cipher coprocessor, has good versatility,
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Simple power analysis(SPA) attack
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4, return
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5. =Qe+ ;
i, return
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