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Abstract

UCON({Usage Control) access control model, by introducing two concepts of “obligation” and "conditon” +ine

tegrates the three technical fields of traditional access control model — confidence management and digital copyrigh man-

agement ,and extends the cover scope in control mechanism of the model, which make it more adapt to cloud computing.

In consideration of the privacy protection in UCON model,an authorized management control{ AM-UCON) model based

on encryption pattern was proposed. Based on identification and monitoring, the model uses multiple validation to im-

prove the creditability in the renew of attributes and the correctness in authorization. to some extend. which can deal

with the problem of malicious tampering for privacy strategies, Finally, the model’s realization process was given,and

was achieved in the digital chject release system based on cloud computing environment,
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public String Encrypt(String strSre, String encName) |
MessageDigest md=null;
String strDes=null;
byte[ | bt=strSrc. getBytes( ) ;
tryi

FR

if( encName= =null | | encName, equals( 1)/
El'i{.'Hﬂtﬂ{:":ﬂ SHA— 1”‘ :
I-
md = MessageDigest. getlnstancel encName) ;
md, update (bt) ;
strDes= bytes2ZHex(md. digest()); //to HexString
i
catch { NoSuchAlgorithmException e) |
System. out, [:h:intln(p Invalid algorithm. EJ;
return null;
!
return strles;
i
public String bytes2 Hex(byte[ |bts){
String deszu u;
String tmp=null;
for(int i=0;i1<"bts, length;i++ } |
tmp= ( Integer, toHexString(bts[i]| & 0xFF));
if( tmp. length()==1)|
des+ a ﬂu :
!
des+ =tmp;
|

return dEh‘n;
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