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Abstract This paper presented a semi-automatic analysis method based on QEMU emulator(Socket Analysis based on
QEMU,SAQ) ,which can be used to detect covert communication of elf format program on Linux platform and prevent
information leakage. By modifying QEMU,a dynamic tracing tools QEMU-TRACER was developed, which can locate
the suspicious communication functions in the application using QEMU-TRACER. Utilizing binary rewriting, the suspi-

cious functions were disabled one by one,and then the behaviors of program before and after modification were com-

pared to determine and clear the abnormal communication. Experiments of OpenSSH and ProFTPD show that SAQ can

detect the abnormal communication behaviors and succeed in disabling them.
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Table 4  Analysis results of network communication of programs
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