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Data Security Mix Transmission Mechanism in Body Area Network

WANG Wei-xing

(State Key Laboratory of Mechanical Transmissions,Chongqing University,Chongqing 400030, China)
Abstract Wireless body area network,as a new type of network,is widely used in health care, emergency rescue and
other fields. However, the data collected by wireless body area network are mostly related to user’s personal informa-
tion. In the actual application of the deployment process.it is bound to face serious sensitive privacy data leakage or ma-
licious tampering risks. In order to protect the privacy security of user data in the body area network environment., this
paper proposed a data security mix transmission mechanism,which is a K-anonymous mix transmission algorithm based
on single-loop model (AMT-ML). The main idea is to divide the communication nodes into several communication loop
networks,and apply the K anonymous scheme to the perceptual layer and the transport layer of hierarchical model. In
order to ensure that the user data in each layer are relatively safe, this paper used multiple K anonymous processing. The
experimental results show that the privacy protection of AMT-ML is superior to K-anonymous mix transmission algo-
rithm based on single-loop model (AMT-SL) algorithm,and the communication distance of the multi-loop mode in the
two layer network is less than that of the single-loop mode.
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Fig. 1 Wireless body area network architecture
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Fig. 2 Wireless body area network communication model
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Input:network topology of WBAN cluster heads H={h;.h, .- . hy}

Output:divided network topology loop{Lj, Ly, Li}, (Ly + Ly + e+
Li=H)

Stepl Initialize the populations, generate random population of pos-
sible routes popRoute[ popSize ] = randperm(n) , generate popu-
lation of possible breaks popBreak[ popSize ]= rand_breaks().

Step2  Generate possible solutions by popRoute and popBreak.

Step3  Calculate total notes number N; of each population members.

Step4 If N;=k,select the solutions.

Step5 Else eliminate the solutions.

Step6  Calculate distance of each population member to evaluate fit-

ness.

Step7 Find the best route in the population (select the shortest
route).
Step8  Generate new random set of possible breaks.
Step9  Generate new solutions of possible routes by (Genetic algo-
rithm operators which include Flip,Swap and Slide etc. )
Stepl0 If number of desired iterations numlIter<<1500 GOTO Step2.
Stepll End
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Input:logical ring networks topology loop L; and num;
Output: A mobile Tags T(id,t_pop) and T, (id.t_pop)
for random cluster head CH; € L; generate initial Tags
T, (id,t_pop) do
while | T, <k do
{if Ri#0 then | T, =T, +|Ri| (nE€RIE[1,]c D
send T, (id,t_pop) to next CH;+; € L;
wait for t_ack timeout
{if t_ack timeout resend T, (id.t_pop)
else delete T, (id,t_pop) in CH;
end if }
end if }
end while
Turn T, (id,t_pop) into T(id,t_pop)
and generate Ty, (idst_pop)
end for
h;. count=0
for each h; meets Ty, (id,t_pop) do
if hi. count="T . id {T(d,t_pop) is lost} then
requests to regenerate T (id,t_pop)
else
delete Ty (idst_pop)
end if
end for
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Fig. 3 Process of AMT-ML algorithm
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Input:L;.K;,S={CH,H.R},T;(id,t_pop)
Output:Data set Rou
for cluster head hy € L; received T;(id,t_pop) do
if Re#00<x<|Li D)
{T;(d,t_pop)=T;(id,t_pop) + R,
if [T/ =K
Rou =random pick |K;| data set from T;(id.t_pop)
send Rou to the sink
T;(id, t_pop) =T, (id, t_pop) — Rou
send T;(id,t_pop) to next hyi1 € L;
else
Rimp =random pick |K;| —|T;| data set from T;(id,t_pop)
send Rump to next hy ) €L
end if
else
{send T;(id,t_pop) to next hyy1 € Li}
end if

end for
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