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MACSPMD : Malicious API Call Sequential Pattern Mining Based Malware Detection
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Abstract Researchers give preference to dynamic analysis based malware detection methods with capability of nullif-
ying the effects of polymorphism and obfuscation on malware and detecting new and unseen malwares. In this case,mal-
ware authors embed numerous anti-detection functions in to malware to evade the detection of existing dynamic malware
detection methods. To solve this problem,a malware detection method MACSPMD based on malicious API call sequen-
tial pattern mining was proposed. Firstly,dynamic API call sequences of the files are gotten by real machine which simu-
lates the actual running environment of the malware. Secondly, the malicious API call sequence patterns that can repre-
sent the potential malicious behavior patterns are mined by introducing the concept of objective-oriented association
mining. Finally, the malicious API call sequences are used as abnormal behavior feature to detect malware. The experi-
mental results based on real data set show that MACSPMD achieves 94. 55% and 97. 73% of detection accuracy on un-
known and evasive malware respectively. Compared with other malware detection methods based on API call data, the
detection accuracy of unknown and evasive malware is improved by 2.47% and 2. 66% respectively,and the time con-

sumed in the mining process is less, MACSPMD can effectively detect known and unknown malware, including escape type.
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Fig. 1 Flow chart of automatic malicious code

detection system
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32. return MP
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Table 1 Representation capabilities comparison of key

API call set selected with different » values
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Table 2 Comparison of detection effects on unknown malware
and time required to mine malicious patterns for each

detection method
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Table 3 Comparison of representation capabilities of key

API call set selected with different r values
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Table 4 Comparison of detection effects on evasive-malware

for each detection method

L G5 7 s (L) EEE/Y EAE/N EHE/Y

1 MACSPMD(1~8,200) 96. 32 98. 92 97.73
2 MACSPMD(1,154) 86. 83 90.11 88.96
3 MACSPMD(2,200) 92.59 97.75 95.28
4 MACSPMD(3,200) 93.73 98.11 96. 04
5 MACSPMD(4,200) 94.00 98. 65 96. 42
6 MACSPMD(5,135) 91.84 96.13 94.19
7 MACSPMD(6,31) 87.29 89.57 89. 00
8 MACSPMD(7.,6) 78.92 81.12 81.00
9 MACSPMD(8,2) 70. 85 72.12 73.04
10 Naval % fr # 7 % (2,200)  92.49 97.39 95.07

F 4 PSS 1 MSEE 10 45 R LA M4 F Naval 4§
AR H I ARG D 3 o AR SR R T R RS AR I 3 e 2k s
R AT G AR A L X TR A L Naval 45 A AX(E AR
A8 Z S8 X R B Sy 2 B A4 T B AR 2 AR S R AE AT R R
AR (1 A , R AR 3K 7 0k B R BRAS T AN 10 G 0 Ak S L {H A
SCHE G T AAE IR B R AN 18] B bR OG5 88 7 A 42 0
APT P 304 SOR AU 7 T AH 4B 28 48 18 3 Al 3 48 2K
AL AT NSRRI R P FIE . B 3 S 1
ok Y 200 AR FIAT R A BE 4 A ] A KBS 2~5 1Y
FPEIAE R . 3 4 hSE 3 RISIES 10 g5 T4,
FERFAE A BOM ] e 5 A X Bt M TR A5 00 S il 7 MAC-
SPMD 4 3 (1 )37 1) 455 2 A0 & 7% &L AU 7 82 0 Fh 7 7 51
A, PRI b RE B 4 b 6 7R B AR T A R AT AR, X
Fe 4 Sz 2 — UG 9 Y 25 ST AL, 7 5k R YRR AE A BUOH]
[F) B 5 B0 F A A AR Sc MACSPMD J7 ¥ 42 48 31 19 K 91 i =X
X R A R IE B M AR AR oA AR 0 X 4y g . M4,
Naval 88 A4 ) 5986 00 7 2 1] Ether VE 431288 70 20858, X
THLLREASAG I 2 Ether 43 A7 HE 42 Y 6 sk B % BAE A, AR 3
8 0 FLAL A BT 0 55 A A B AR AR AS 1) B 7532 47 5 AR P 3R B
T RSN 57 4 0 APT IR T S0 BN 3 S T A A I 3k sk
EEARIA H M, 45 LA SR B R AR R Ik RE A
A5 b ARG U0, 5 34 3k AR DY 1 AR

MACSPMD(1~8,200)
80 74
70 P
60
# 5
< 10
&g 30 27
* 5y 6
lg 2 m 1 o0
1 2 3 4 5 6 7 8
FRBERKE

3 MACSPMD(1~8,200) H ¥ 51 485 20 i 4 B 43 A 14
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