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Abstract Data outsourcing is accepted by more and more companies and individuals due to its profits on low costs of
resource configuration and maintenance. However,it makes owners lose control of their owned data,which cause priva-
cy-preserving problems of sensitive data. Sorting is a common operation in computer applications. It is a challenge to im-
plement privacy-preserving sorting over encrypted data without leaking plaintext. This paper proposed secure compara-
tor based privacy-preserving sorting algorithms. Secure comparator is constructed by 0-1 coding and HMAC techniques,
which can be used to compare two data items without knowing their real values. Data owners firstly encrypt their data
and then outsource the generated corresponding secure comparators into clouds. Cloud servers can sort the outsourced

encrypted data according to their corresponding secure comparators by using the proposed privacy-preserving sorting al-

gorithms. Experiment results show that the proposed privacy-preserving sorting algorithms have better performance on

time and space metrics than other algorithms.
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Fig.1 Comparison of time cost of sorting in PMS,PHS and PQS
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Table 3 Comparison of space cost of different methods
(FLf7 : MB)
B E 1000 3000 5000 10000 20000
FHES 83.98 251.95 419.92 839.84 1679.69
PMS 0.96 2.88 4,81 9.61 19. 23
PHS 0. 96 2.88 4.81 9.61 19.23
PQS 0. 96 2.88 4. 81 9.61 19.23
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