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Query Probability Based Dummy Location Selection Algorithm
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(College of Computer and Information, Hohai University, Nanjing 211100, China)
Abstract Location-based service (LBS) has become a vital part in daily life. While enjoying the convenience provided
by LBS,users may have high risk of losing privacy. Traditional K-anonymity for location privacy does not consider that
adversaries have some problems of background knowledge and side information. Therefore, this paper proposed an im-
proved dummy locations selection algorithm to protect location privacy. Firstly.the space is divided into grids,and his-
torical statistics are utilized to obtain the probability of queries of each grid of space. Then,the dummy locations are se-
lected for users in order that the (K—1) grids has the same query probability as far as possible corresponding with the
grid where the real user exists and the K locations are spread as far as possible. A series of experiments on synthetic

datasets show that this algorithm is feasible and effective.
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Fig. 1 Division of sample space
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Fig. 3 Dummies with bigger cloaking region
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Fig.5 Flow chart of proposed algorithm
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