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Abstract Privacy preservation is always a hot research area in wireless sensor networks (WSNs), which includes the

privacy-preserving MAX/MIN Query Protocol. This paper proposed a numeric comparison method that will not leak the

raw value first to address the problem of pricacy-preserving MAX/MIN query, which is based on random number and

numerical map. With this numeric comparison method and cryptography, we proposed an efficient random modulation
privacy preserving MAX/MIN query protocol (ERM-MQP) in two-tiered wireless sensor networks. In ERM-MQP,

sensors modulate the sampled data with random number to compute the privacy-preserving data and the storage nodes

search the privacy-preserving MAX/MIN value. The Sink sensor recovers the privacy-preserving MAX/MIN data and

gets the MAX/MIN value of sampled data in the end. All data is encrypted before transmission on query process. Finally

according to the result of security analysis and energy analysis, and comparing with existing method by experiment on

energy consumption, the ERM-MQP is secure and needs less energy.
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