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Abstract Windows operating system is widely used nowadays and the security of its login system has become the issue
people concerned. We first analyzed and compared the security of GINA login module and Credential Provider login
module, then proposed the idea of a design of Windows Credential Provider login system based on USB key, which per-
fectly combines the superiority of Credential Provider login module and USB key, improving the safety of traditional

way of login by using user name and password. We developed our system based on windows 7, choosed USB key3000D

as development platform. The system was developed based on the COM library of Windows Credential Provider.
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